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PREFACE. Introduction to
Conducting Vulnerability
Assessments Course

Preface: Course Introduction

CONDUCTING VULNERABILITY
ASSESSMENTS

©2019 FSPCA | FSPCA_PPT_0015 \ Issue Date: Apr. 4, 2019; 5L Date: New FSPCA\:V
Welcome and Introductions
Welcome to the
Intentional Adulteration
Conducting Vulnerability
Assessments Course!
2 ©2019 FSPCA | FSPCA_PPT_0015 \ Issue Date: Apr. 4, 2019; Supemedes Date: New WFM§REQﬁm

This course will focus on explaining how to conduct a vulnerability
assessment (VA) as a requirement of the “Mitigation Strategies to
Protect Food Against Intentional Adulteration” regulation, or what we

© 2012 IITIFSH
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Preface

call the “IA rule” for short, and how facilities can comply with those
requirements. The course materials include all slides, lesson content,
resource materials and exercises. The materials are yours to keep, so
please feel free to take notes in your manual as you go along.

Goal: Participants will be able to conduct a vulnerability assessment
using the three fundamental elements.

Learning Objectives:
By the end of this course, participants will be able to:
1. Explain the importance of food defense.
2. Explain vulnerability assessment preliminary steps.
3. Explain inherent characteristics.
4. Recognize the importance of consideringian inside attacker
during a VA.

5. Calculate potential public health impact:

6. Evaluate degree of physicalaccess to the product and the
ability of an attacker to successfully contaminate the product.

7. Evaluate vulnerability assessment data.

8. Apply the hybrid appreach.

This goal of the coursesis for participants to be able to conduct a
vulnerability assessmentsusing the three fundamental elements,
which we will talk more about in Lesson 1.

The overallmebjectives of the course are to help you understand the
importance of{food defense, explain the vulnerability assessment
preliminary. steps, explain inherent characteristics, recognize the
importance of considering an inside attacker, and determine how to
estimatesthe potential public health impact while conducting the VA.

Additionally, the course will help you to understand and evaluate
degree of physical access to the product, the ability of an attacker to
successfully contaminate the product, and how to evaluate
vulnerability assessment data. The course will also explain the hybrid
approach and next steps once the VA is complete.

P2 © 2019 IIT IFSH



Introduction to Vulnerability Assessments Course

Housekeeping

Housekeeping

* Restrooms

* In case of emergency
* Computer/phones

* Breaks/lunch

* Full attendance is required to receive certificate (sign-in
sheet)

* Discussion is encouraged; respect different perspectives
* Purpose is not to debate the rule

FSPEA

2 ®2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date: New

Food Safety Preventive Controls Alliance (FSPCA)

Food Safety Preventive Controls Alliange (RSPCA)

* Background:

= FDA recognized the need to assist the regulated industry to
comply with the Food Safety,Modernization Act (FSMA)

= Food Safety Preventive Controls'Alliance (FSPCA)is a
public/private partnership funded by FDA

= FSPCA’s mission is to develop‘training curricula, outreach
programs, and technical assistance to assist the regulated
industry in complyingwith FSMA

BEe:

4 ©2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date: New

The Food Safety Preventive Controls Alliance (FSPCA) was
established in 2011 as part of a grant from the Food and Drug
Administration (FDA) to the Illinois Institute of Technology’s Institute
of Food Safety and Health. The purpose of this broad-based alliance is
to develop and maintain a cost-effective education and training
program to assist the food industry with understanding and achieving
compliance with certain aspects of the Food Safety Modernization Act

(FSMA).

© 2019 IITIFSH
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P-4

FSPCA’s mission is to support safe food production by developing a
standardized curriculum and technical educational materials on
FSMA regulations and providing technical assistance outreach to the
food industry.

Disclosure

Disclosure

Although | attended the FSPCA Intentional Adulteration Lead Instructor training:

a) Lead Instructors are not certified, licensed, accredited, qualified, registered,
sanctioned, authorized, recognized, endorsed, or approved byithe FSPCA;

b)  Ido not represent, speak for, or act on behalf of the FSPCA;

c¢)  The FSPCA cannot provide legal advice;

d)  The FSPCA does not guarantee the accuracy, adegquacy, completeness or
availability of any information provided and is not responsible for any errors or

omissions or for any results obtained from the use of such/information;

e)  Followingthe FSPCA curriculum does not ensure compliance with FDA's
regulationsor any other law or legal requirement; and

f) The FSPCA gives no express or implied warranties, includingbut not limited to,
any warranties of merchantability or fitness'for a particular purpose or use

FSPCAU

5 ©201% FSPCA | \FSPCATPRI 0015 | Issue Date: Apr. 4, 2019; Supercedes Date: New 0D SATTY FRIVETWE CONTRCHS AiANC

It should besnoted that the instructors of this course have attended
the FSPCA Lead Instructor training, but:

1. “Lead” Instructors are not certified, licensed, accredited,
qualified, registered, sanctioned, authorized, recognized,
endorsed, or approved by the FSPCA;

2. Lead Instructors do not represent, speak for, or act on behalf
of the FSPCA;

3. The FSPCA cannot provide legal advice;

4. The FSPCA does not guarantee the accuracy, adequacy,
completeness or availability of any information provided and
is not responsible for any errors or omissions or for any
results obtained from the use of such information;

5. Following the FSPCA curriculum does not ensure compliance
with FDA’s regulations or any other law or legal requirement;
and

6. The FSPCA gives no express or implied warranties, including
but not limited to, any warranties of merchantability or
fitness for a particular purpose or use.

© 2019 ITIFSH



Introduction to Vulnerability Assessments Course

FSPCA IA Rule Training Courses

FSPCA IA Rule Training Courses

FSPCA

Training Course Delivery Method Intended Audience

* Supervisors of food workers at

Food Defense + Food workers at actionable process
Awarenesst steps (e.g., front line food workers)
actionable process steps

Online Training

Overview of IA Rule * Anystakeholderinterested in
& learning more aboutthe IA rule

requirements
* This course is not associated with
any A rule training requirement

Online Training

Conducting Vulnerability * Food professionals conducting VAs
Assessments (VAs) using the KAT Method ONLY

using Key Activity Types )

(KAT)?

Online Training

1Ssatisfies requirement in § 121.4(b){2)
2These courses are “Standardized Curriculum Recognized by FDA” and satisfy the training requirements in § 121.4 of the IA Rule.

An individual assigned to an actionable processistep must be a
“qualified individual.” (21 CFR 121.4(b)(1)). In addition,an individual
assigned to an actionable process step must receive training in food
defense awareness. (21 CFR 121.4(b)(2))=The “FSPCA Food Defense
Awareness for the 1A Rule” was collaboratively developed by FDA and
FSPCA and satisfies this requirement. ' EDA"and FSPCA have also
developed the “FSPCA Overview_of the Intentional Adulteration Rule
(IA Rule)” training. The course ‘is optional and not required for
compliance with the IA Rule, butthe‘information within the training
will assist food facilities that are required to comply with the IA Rule,
and other stakeholders;to have a more in-depth understanding of the
requirements in theTA\Rule,

© 2019 IIT IFSH P-5
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FSPCA IA Rule Training Courses (continued)

FSPCA IA Rule Training Courses (continued)

FSPCA

Training Course Delivery Method Intended Audience

Conducting Vulnerability
Assessments? 3

* Food professionals conducting VAs
WY using the 3 fundamental elements

e i
3 mm approach
Instructor-Led Training
Identificationand * Food professionals identifying
Explanation of mitigationstrategiesto implement
Mitigation Strategies? \ atactionable process steps

Online Training

Food Defense Plan
Preparation and
Reanalysis?

* Food professionals preparing the
Food Defense Plan (FDP) and
conducting reanalysis activities

Online Training
2These courses are “Standardized Curriculum Récognized by EDA”-dnd satisfy the training requirements in § 121.4 of the IA Rule.
3This 1-day course must be taught by trained FSPCA VA Lead Instructors.

The “Conducting Vulnerability Assessments (VAs) using Key Activity
Types (KATs)” is. a‘training course targeted towards food
professionals using FDA’s Key Activity Type (KAT) method to conduct
their facility’s vulnerability assessment (VA). By successfully
completing theKAT course, the learner will have satisfied the training
requirement te conduct a VA using the KAT method only. The KAT VA
course is‘an online course.

The “Conducting Vulnerability Assessments” course is this current, in-
person course. The “Identification and Explanation of Mitigation
Strategies” course is intended for those QIs who are responsible for
identifying mitigation strategies to implement at actionable process
steps and is an online course. The “Food Defense Plan Preparation and
Reanalysis” course is intended for the QI who is either preparing the
food defense plan or conducting reanalysis and is also an online
course.

P-6 © 2019 IIT IFSH



Introduction to Vulnerability Assessments Course

FSPCA Vulnerability Assessments (VA) Curriculum

FSPCA Intentional Adulteration (IA) Conducting
Vulnerability Assessments (VA) Curriculum

* This curriculum (course) was designed by regulatory, academic, and
industry professionals and developed with funding from FDA as part
of the FSPCA

* Individuals conducting or overseeing the conduct of a VA are
required to have successfully completed training or be otherwise
qualified through job experience to conduct the activities (21 CFR
121.4(c)(2))

*  The Key Activity Types (KAT) course is a recommended
prerequisite for taking this course

*  Successfully completing this course will satisfy the IA rule training
requirement for an individual conducting VAs (21 CFR 121.4(c)(2))

*  Completing this course will NOT qualify you to conduct any other
activities within the IA rule. To be qualified to undertake any other
activities, you must take additional training as specified by 21 CFR
121.4 or be otherwise qualified

d FSPCA

8 @2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date: New OO0 SANTY MWV COMTICIS ALLANCT

This curriculum was designed by regulatory, academic, and industry

professionals and developed with funding from EDA%as part of the 0—= Key Point:
FSPCA. While FDA assisted in the preparation of'the course materials,
the materials have been written and produced by the Alliance and are
not official FDA materials.

By "other activities", we are
referring to 1) The preparation
of the food defense plan; 2)
The “Mitigation Strategies to Protect Food Against Intentional the identification and
Adulteration” regulation requires,specifie training and qualifications explanation of mitigation

in order to conduct or oyérsee ‘thé conduct of a vulnerability strategies; and 3) Reanalysis.
assessment (21 CFR 121.4(c)). This course satisfies that training

requirement. One of the recommended prerequisites for taking this
course is the Key Activity. Types (KATs) course, which can be accessed
on the FSPCA website,

This course will NOT, qualify you to undertake any other activities
within the IA rule. To be qualified to undertake any other activities,
you must take additional training as specified by 21 CFR 121.4.

© 2019 IIT IFSH P-7
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Purpose of the Course

Purpose of the Course

To learn how to conduct vulnerability assessments
using the three fundamental elements outlined in the
|A rule

FSPCA

9 ©2019 FSPCA | FSPCAPPT_00XS | Issue Date: Apr. 4, 2019; Supercedes Date: New

This course will provide participants with the information and skills
necessary to conduct awtlnerability assessment that considers the
three fundamental _elements outlined in the IA rule. In addition,
participantsswill understand the IA rule's requirements generally, the
importance ofg¢considering an inside attacker, helpful preliminary
steps, howsto apply the hybrid approach, and next steps required for
completion of the food defense plan.

This regulation is one of a number of regulations and guidance that
implement the provisions of the 2011 Food Safety Modernization Act,
which focuses on prevention, including intentional contamination,
inspection and compliance, and response, imports, and enhanced
partnerships.

This course, specifically, is designed for food professionals tasked
with conducting a vulnerability assessment.

P-8 © 2019 ITIFSH



Introduction to Vulnerability Assessments Course

Course Overview

Course Overview (continued)

/ Vulnerability Assessment \

Considering
Inherent
Characteristics

Consideringan
Inside Attacker

Identifying Actionable
Process Steps
and Explanations

Overview

Defense

Measures 3 Elements

° Element 1— Evaluating Potential Public
Health Impact

Element 2 — Evaluating Degree of
Physical Access to the Product

AND
~ . o Management
Element 3 — Evaluating the Ability to Components

Successfully Contaminate the Product o [
\ / +  Reanalysis
Appendices 1-5 /

Vulnerability

Assessment

Preliminary
Steps

Next Steps
Mitigation Strategies

Course Materials

Course Materials

* Agenda

* Participant Workbook,
which includes:

= Course PowerPoints and
associated text

Participant Manual

= Appendices

T e ——— = T T ——
» Exercise Workbook
Conducting Vulnerability Conducting Vulnerability
* Answer Keys and '
B Exercise Workbook Answer Keys and Examples
Examples Booklet e
FPEA FPEA
13 ©2019 FSPCA | FSPCA_PPT_0015 | Issue D te:

The Conducting Vulnerability Assessments training materials include
an agenda (located at the end of the Preface), a Participant Manual, an
Exercise Workbook, and an Answer Keys and Examples Booklet.

The Participant Manual and Exercise Workbook are yours to keep.
Become familiar with them and use them as a reference. The manual
contains references, tables, and other vulnerability assessment
resources that can help you when conducting a vulnerability
assessment and other resources to help you locate basic information.
The Exercise Workbook contains pages for you to take notes on the

© 2019 IIT IFSH P-9



Preface

course lessons, as well as the exercise worksheets and additional
information you may need to complete the exercises. Make as many
notes and marks in the manual and workbook as needed to assist you
in creating an understanding of conducting a VA. The Answer Keys
and Examples Booklet contains the exercise answer keys, two
completed VA documentation examples, and a hybrid approach
documentation example, and will be provided to you once all of the
exercises have been completed (Lesson 7).

Preview of Appendices

Preview of Appendices
Appendix Name Page #

1 IA Rule and Summary Al-1

2 FDA Key Activity Types (KAT) Reportand A2-1
KAT Descriptions
Vulnerability Assessment Resources A3-1
Technical Assistance andiResources Ad-1
VA Definitions, Acrenyms,and Other Terms A5-1

14 ©2009 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date: New mFM§,‘Egﬁ,

Throughout this course, there are resources you may want to refer to
in‘the back of the manual. Appendix 1 includes the codified text of the
IA rule and a summary of the rule. Appendix 2 includes the KAT
descriptions and KAT report. Appendix 3 has the worksheets from
FDA’s guidance and other vulnerability assessment resources.
Appendix 4 includes technical assistance and other resource
information. There are many definitions that you need to understand,
which can be found in Appendix 5.

P-10 © 2019 ITIFSH



Introduction to Vulnerability Assessments Course

FSPCA Contact Information

Resources:
FSPCA Contact Information EDA’s Technical Assistance

Network (TAN) is available to
answer regulatory or rule
interpretation questions. TAN
can be accessed at:
https://www.fda.gov/Food/Guid
anceRegulation/FSMA/ucm4597

If you have any questions,
please contact the FSPCA at
fspca@iit.edu
or visit the FSPCA website at

19.htm
http://www.iit.edu/ifsh/alliance -
for resources on FSVP and information on FSPCA activities, FSPCA’s Technical Assistance
including FSPCA’s Technical Assistance Network, visit Network is available to answer
https://www.ifsh.iit.edu/fspca/fspca-technical-assistance- scientific/technical questions:
network https://www.ifsh.iit.edu/fspca/f
spca-technical-assistance-
FSPCA network

15 ©2019 FSPCA | FSPCA_PPT_0015 | lIssue Date: Apr. 4, 201%; Supercedes Date: New 500 TR P SRR A

For more information about
FSPCA, FSPCA’s Technical
Assistance Network and other
resources see Appendix 4.

If you have questions, you can contact the Food Safety Preventive
Controls Alliance at FSPCA@iit.edu or visit the website at the address
listed on the slide. This website has a number of training resources on
the 1A rule and FSPCA activities. Of course, FDA’s website contains all
the IA regulation and related documents at FDA:gov:

© 2019 IITIFSH
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Participant Course Agenda

0—= Key Point: The participant course agenda is intended to be covered as a 1-day (8
hour) course, which includes frequent opportunities for review and

The examples in this course, . ) . . O
classroom exercises designed to provide learning opportunities to

including any worksheets or

sample explanations, are for thoroughly understand conducting a VA. The time allotted to each
training purposes only. You section will vary based on the audience and level of familiarity with
may take a different approach the IA rule and conducting a VA. A typical agenda appears on the next
to conducting a VA as long as page.

the approach satisfies the rule
requirements. We will cover
more information on this topic
in later lessons.

Exercises and scenarios will keep you engaged,and be helpful for the
entire class by raising issues and questions;that might not otherwise
come up.

Please do not be shy about asking questions throughout the course. If
you do not understand something, itiis likely that others in the class

do not as well. There will be an oppertunity for questions at the end
of each lesson but raise yourshand to/interrupt if a concept is fuzzy or
you need clarification. Toget the most out of this course, you will want
to participate throughsharing examples with others, marking up your
manual, and asking questions.

P-12 © 2019 ITIFSH
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AGENDA

Participants must attend the entire course to receive a certificate

Sign-in, Book Distribution, Coffee

Preface

Lesson 1

Lesson 2

Lesson 3

Lesson 4

Lesson 5

Lesson 6

Lesson 7

Lesson 8

Welcome, Introductions
Introduction to the Conducting Vulnerability Assessments Course

An Overview of Food Defense Measures

Exercise: Identifying Food Defense Terms

Vulnerability Assessment Preliminary Steps
Break

Considering Inherent Characteristics

Exercise: Inherent Characteristics
Considering an Inside Attacker
Element 1: Evaluating Potential Public Health®lmpact

Exercise: Element 1: CalculatingsPotential Public Health Impact
Lunch

Element 2: Evaluating the Degree of Physical Access to the Product, and Element 3:
Evaluating the Ability of an Attackerito Successfully Contaminate the Product

Exercise: Element 2: Evaluating the Degree of Physical Access and Element
3: Evaluatingithe Ability of an Attacker to Successfully Contaminate the
Product

Break
AnalyzingsResults to Identify Actionable Process Steps
Exercise: Analyzing Results
Applying the Hybrid Approach
Questions, Closing Remarks, and Course Evaluations/Certificates

End of Course

P-13
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LESSON 1. Introduction to
Vulnerability Assessments

Lesson 1: Introduction to Vulnerability Assessments

AN OVERVIEW OF FOOD DEFENSE
MEASURES

ESP@A.

©2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019; Si Date: New

Food defense measures are the actions put in“place to reduce or
eliminate the potential for an intentional“attack on our food supply.
The first lesson in this training provides somé background to review
the concepts of intentional adulteration,«food defense and the
requirements of the FSMA rule, “Mitigation Strategies to Protect Food
Against Intentional Adulteration” (21 GFR Part 121). As mentioned in
the Preface, we call it the IA tule'for.short and will refer to it as the “IA
rule” throughout this course.

Goal: Participants will be able to explain background information
necessary to conduct a vulnerability assessment and the importance
of food defense.

Learning Objectives:
By the end of this lesson, participants will be able to:

1. Recognize CARVER + Shock method.

Explain Key Activity Types (KATSs).

Define food defense.

Explain the general requirements of the intentional
adulteration rule.

List the contents of a food defense plan.

Describe a vulnerability assessment.

B W N

Define significant vulnerability.
Define actionable process step.

© N o wn
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Lesson 1

[ Resources:

For more information on the
results from the FDA food
defense vulnerability
assessments, the FDA Key
Activity Types (KAT) Reporit'is
available in Appendix 2 orcan
be accessed at the following
link: http://wayback.archive-
it.org/7993/20170111073929/
http:/www.fda.gov/Food/Guid

anceRegulation/FSMA/ucm34
7023.htm

9. Explain the vulnerability assessment requirements in the
intentional adulteration rule.

10. Explain the training/qualifications required for a
vulnerability assessment.

Lesson 1: Overview of Food Defense Measures

Lesson 1: Overview of Food Defense Measures

Vulnerability Assessment \ \
YO o

Considering
Inherent
Characteristics

Considering an
Inside Attacker

Defense
Measures

3 Elements

@ Element 1 — Evaluating Potential Public e
Health Impact Applying the Hybrid

Approach

Vulnerability Element 2 — Evaluating Degree of
Assessment Physical Access to the Prol
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The U.S. Department of Health and Human Services, Food and Drug
Administration (FDA) and the U.S. Department of Agriculture are the
sector leads for Food and Agriculture in the United States. Homeland
Security Presidential Directive #9 was signed by President Bush in
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January of 2004 and instructed FDA, in partnership with other
agencies, to determine the vulnerabilities that are present within the
food system. In response to this directive, FDA and its partners
conducted vulnerability assessments on a variety of food commodity
systems, distributions and networks.

Examples of Products Assessed

Examples of Products Assessed
* Animal feed *  Fluid milk
*  Apple juice * Frozen pizza
* Baby food (jarred) * Grocery store - rotisserie
* Bakery chicken
* Bottled water * High fructose corn syrup
* Breaded fish & RTE seafood * Ice cream
* Breakfast cereal * Infant formula (powder)
* Chocolate * Lettuce (bagged)
+ Coffeeshop ¢ Petfood
* Concessions and catering » Refrigerated food distribution -
* Delisalads lettuce
« Export grain elevator - corn * Retail milk
+ Fast food restaurant * Transportation (orange
* Flour juice/milk)

*  Yogurt

4 ©2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date: Nelw 'OGE-§KE@ﬁ\:V

Over the years FDA has conducted vulnerability assessments on a
wide variety of commodities and systems:

History of Food DefenseVulnerability Assessments
(continued)

Historyof Food Defense
Vulnerahility Assessments (continued)

* FDA’s VAs formed the foundation of FDA’s food
defense program, including:
= Food Defense Plan Builder
= Food Defense Mitigation Strategies Database (FDMSD)

= QOther tools and resources

* FDA issued the IA Final Rule which identifies
vulnerability assessments as a component of the
required Food Defense Plan (issued May 2016)

FSPEA
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The Food Defense Plan
Builder and Food Defense
Mitigations Strategies
Database can be found at

https://www.fda.gov/food/fo

oddefense/




Lesson 1

The wvulnerability assessments that FDA conducted formed the
foundational food defense programs that have been evolving since
2004. For example, the Food Defense Plan Builder is a user-friendly
software program designed to assist owners and operators of food
facilities with developing personalized food defense plans for their
facilities. This user-friendly tool harnesses existing FDA tools,
guidance, and resources for food defense into one single application.
FDA’s foundational food defense programs also included the
identification of protective measures, otherwise known as mitigation
strategies. The Food Defense Mitigation Strategies Database (FDMSD)
is a tool designed to assist owners, operators or agents in charge of
companies that produce, process, store, package, distribute, and/or
transport food with identifying preventive measures to protect the
food against intentional adulteration. These..programs are the
scientific underpinning of everything food, defense related the FDA
has done since, including the structure and design of the IA rule.

What Is the CARVER + Shock-Method?

0—= Key Point:

Y What Is the//CARVER + Shock” Method?
The CARVER + Shock method
was foundational for FDA's * A method that simplifies and standardizes the

food defense vulnerability
assessment program;
however, it does not satisfy

all Ofthe vulnerability » Theseven “CARVER + Shock” factors:
requirements of the IA rule.

process of‘evaluating a food operation's
susceptibility to acts of 1A

= “Assess different aspects of overall vulnerability

= Provide a relative risk ranking for each processing stepin a
facility to qualify 1A vulnerability

BRes
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FDA used the CARVER + Shock method to conduct its vulnerability
assessments. CARVER + Shock provided a relative risk ranking of
vulnerability within the system being analyzed. Knowing that all
process steps have some underlying level of vulnerability associated
with them, the CARVER + Shock method differentiated those
vulnerabilities from those that are considered significant
vulnerabilities.

1-4 © 2019 ITIFSH
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CARVER + Shock Method’s Seven Factors

CARVER + Shock Method’s Seven Factors

1. CrimicauTY: Public health and economic impacts to achieve
the attacker'sintent

2. AccessiiLITY: Physical access to the food

3. RecurerABILITY: Ability of the system to recover from the
attack

4. VuLneraBiLITY: Ease of accomplishing the attack
5. ErrecT: Amount of direct loss from the attack

6. RecocnizaBiLITY: Ease of identifying a process step
+

7. SHOCK: Psychological effects of an attack FSPCA

©2019 FSPCA | FSPCA_PPT_0015 | lIssue Date: Apr. 4, 201%; Supercedes Date: New roos TR

The term “CARVER” is an acronym for seven different factors-that are
considered during the analysis. These factors attempt to understand
different characteristics of the vulnerability at that'process step. The
‘C’ stands for criticality, which is the public healthtand economic
impact if someone were to contaminate the food,at that step. The ‘A’
stands for accessibility, which deals with«the physical access to the
food at that step. The ‘R’ stands for recuperability, which is the ability
of the system to recover from an attack. The ‘V' stands for
vulnerability, meaning how easy is it for someone to accomplish an
attack at that step. The ‘E’ stands for effect, which is a larger macro-
level analysis addressing theé marketloss associated with an attack.
For example, would you still be.able to go to the grocery store and buy
that commodity on theishelf or would it then be in short supply? The
second ‘R’ stands forrecognizability, which examines how easy it is to
identify a process'step, how easy it is to understand how to attack that
step, and what strategies would be needed to successfully
contaminate the food at that step. In addition to the CARVER acronym,
the word “Shock” addresses society’s psychological response to an
attack.

© 2019 IITIFSH 1-5
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CARVER + Shock Method's Factors Used in the IA Rule

CARVER + Shock Method's Factors
Used in the IA Rule

1. | CrimicauTy: Public health and economic impacts to achieve
the attacker'sintent

2. | AccessiBILITY: Physical access to the food

3. RecuperaBILITY: Ability of the system to recover from the
attack

4. | VuLNErABILITY: Ease of accomplishing the attack

5. ErrecT: Amount of direct loss from the attagk

6. RecoenizaBiLITY: Ease of identifying a process step
+

7. SHOCK: Psychological effects of.an attack FSPCA,
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The FDA-conducted vulnerability assessments resulted in classified
reports of the vulnerabilities that FDA identified. Classified means
that FDA is unable, to, share.the reports with people who don’t have
the appropriate security clearance and a need to know the
information. Because of this, FDA was limited in how it could convey
the lessonsslearned to stakeholders. To address this, FDA did an
assessment to find out what the CARVER + Shock methodology had
revealed “about common vulnerabilities in the food system to
ascertainiwhat information could be shared with industry and other
stakeholders. FDA found that three factors of the assessment were the
main contributors to the vulnerability at process steps. Those three
factors were criticality, accessibility, and vulnerability. For example, if
one process step had a score of 16 and one process step had a score of
32, FDA found that the differentiation between those scores were
primarily found in the scoring of these three factors. These three
factors are also where facilities can exercise active control to mitigate
the significant vulnerabilities. Fortunately, where FDA found the
driving forces of vulnerability are also where facilities can make
decisions and take actions to mitigate those vulnerabilities.

1-6 © 2019 ITIFSH
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Lessons Learned: CARVER + Shock's Three Factors and
the Three Fundamental Elements

Lessons Learned: CARVER + Shock's Three
Factors and the Three Fundamental Elements

* What was learned has been incorporated into the IA
rule requirements and translates to the required three
elements of the VA in the IA rule

CRITICALITY ‘ Element 1: Potential public
health impact

ACCESSIBILITY- Element 2: Degree of physical
access to the product

VULNERABILITY- Element 3: Ability of an
attacker to successfully
; N T p— contaminate the product /'

The IA rule builds on these findings to set minimum standards for how
facilities are required to conduct vulnerability assessments: The three
driving factors of vulnerability determined by the CARVER + Shock
assessment are now the three fundamental elements of a VA and these
elements must be considered in a VA conducted under the IA rule.
Element 1 maps directly to criticality, Element 2 maps to accessibility
and Element 3 maps directly to the vulnerability factor.

Lessons Learned: Processing Steps and Common
Vulnerabilities

Lessons Learned: Processing Steps and Common
Vulnerabilities

* Statistical evaluation of FDA's VA program also
showed:

= Certain processing steps repeatedly ranked high across
VAs, regardless of the food product

= Common vulnerabilities can be organized into generalized
activity groups (i.e., Key Activity Types)

FSPCA

10 ©2019 FSPCA | FSPCA_PPT_0015 | lIssue Date: Apr. 4, 2019: Supercedes Date: New 000 TRV RS K

© 2019 IITIFSH

0—= Key Point:

Reminder- the IA rule
vulnerability assessment
must include an evaluation of
the potential public health
impact (e.g., severity and
scale) if a contaminant were
added (Element 1); the
degree of physical access to
the product (Element 2) and
the ability of an attacker to
successfully contaminate the
product (Element 3) (21 CFR
121.130(a)).




Lesson 1

Resources:

For a description of the KATs,
please see KAT Descriptions,
located in Appendix 2 of this
manual, as well as FDA
guidance.

Armed with hundreds of pages of data on vulnerability in the food
system, FDA began a statistical evaluation across a wide variety of
food processes to determine if there were characteristics or
commonalities in the food system where conditions exist that elevate
vulnerability, and if these conditions were consistent across various
food processing environments. This analysis concluded that process
steps that consistently rank high in vulnerability can generally be
classified into certain groups of activities. These are called Key
Activity Types.

Key Activity Types
Key Activity Types
s
Large publichealth impact
I, Bulk Liquid = High volume of food impacted

Receiving and Increased access
Loading = /Not tamper-evident or
containers breached

[I.  Liquid Storage and * Unsecured equipment

Handling === Increased vulnerability
Ill. Secondary . Cfant.amlnantwould be evenly
p 3 distributed through food
Ingredient,Handling .

Single-worker areas
= Extended time where food is

V. Mlixing and Similar openandaceessibie

Activities = Sufficient contaminant could be
added
1 ©2019 FSPCA | FSPCA_PPT.0015 | Issue Daler ART. 4, 2019; Supercedes Date: New mh.mEgmm

Thefour Key Activity Types identified are: 1) Bulk liquid receiving and
loading, 2) Liquid storage and handling, 3) Secondary ingredient
handling, and 4) Mixing and similar activities. The process steps
where these activities were taking place consistently ranked high in
the various vulnerability assessments performed. When analyzing the
individual process steps and evaluating the notes that were captured
during these VAs, these activities most commonly exhibited
conditions that were indicative of elevated vulnerability.

© 2019 ITIFSH
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Key Activity Types and the Three Elements

Key Activity Types and the Three Elements

( El) Large public health impact |

I Bulk Liquid = High volume of food impacted
Receiving and @) Increased access |
Loading = Not tamper-evident or

containers breached

Il.  Liquid Storage and = Unsecured equipment
Handling

E3 ) Increased vulnerability
= Contaminant would be evenly

Ill.  Secondar
. ' l distributed through food
Ingredient Handling = Single-worker areas

.5 2 = Extended time where food is
IV. Mixing and Similar apenand sressiie

Activities = Sufficient contaminant could be

added
FSPCA

: Apr. 4, 2019; Supercedes Date: New  moowrrnmmesmmeisais
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One commonality was a high volume of food being produced.at that
step leading to a large public health impactif an attack'wereto happen
at that step. Also, these steps commonly had incréased accessibility,
like open vats or extended times were food is accessible. And lastly,
there was increased vulnerability at these steps either due to low
human observation, the presence of mixing,or agitation, and the ease
with which an attacker could add sufficient agent without being
caught in the act. Again, these three ¢ategories link back to the three
elements required for a VA in the IA rule,

© 2019 IITIFSH 1-9
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Introduction to Intentional Adulteration

Introduction to Intentional Adulteration

* Intentional adulteration is the deliberate contamination of
food with a biological, chemical, radiological, or physical agent
by an individual or group of individuals with the intent to cause
wide scale public health harm.

* FDA issued a final regulation, Mitigation Strategies to Protect
Food Against Intentional Adulteration (21 CFR Part 121), which
requires covered facilities to identify and protect their most
vulnerable points against intentional adulteration.

FSPEA.
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Intentional adulteration is the-deliberate contamination of food with
a biological, chemicalsfadiolegical, or physical agent by an individual
or group of individuals"with the intent to cause wide scale public
health harm. There is,a distinction here between our classical
understanding of-food safety and unintentional contamination versus
the deliberate acts of an intentional adulteration. The Food Safety
Modernization¢Act, which President Obama signed in 2011, directed
FDA toypromulgate a regulation that dealt with preventing intentional
adulteration. FDA issued a proposed rule in December of 2013 and
receivedpublic comment back on that proposed rule. A final rule was
issued'in May of 2016 entitled “Mitigation Strategies to Protect Food
Against Intentional Adulteration.” The focus of the IA rule is to
prevent acts of intentional adulteration. Acts of disgruntled
employees, consumers, and competitors are generally intended to
attack the reputation of a company, and economically motivated
adulteration (EMA) is intended to obtain economic gain. In the
spectrum of risk associated with intentional adulteration of food,
attacks intended to cause wide scale public health harm to humans
are ranked as the highest risk. Therefore, the IA rule is focused on
addressing those acts and not acts of disgruntled employees,
consumers, or competitors, or acts of EMA.

1-10 © 2019 ITIFSH
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Introduction to Vulnerability Assessments

Food Defense Definition

Definition: Food Defense
The effort to protect food from intentional acts of

adulteration where there is an intent to cause wide scale
public health harm. (21 CFR 121.3)

* Efforts include measures taken to reduce or eliminate
the possibility that an intentional adulteration event
would occur

14 @2019 FSPCA | FSPCA_PPT_0015 | lIssue Date: Apr. 4, 2019; S Date: New

FSPCA

In the context of intentional adulteration, the term food defense has
been established and used for many years. The 1A ptle defines food
defense as “those efforts to protect food from intentional acts of
adulteration where the intent is to cause wide scale,public health
harm.” Food defense measures include various‘efforts that can be put
in place to protect food from intentional adulteration, but this course
will focus on the general requirements [of thedA rule and specifically
the requirement for facilities to conduct a,vulnerability assessment.

© 20192 IITIFSH
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[ Resources:

The full text of the IA rule can
be found in Appendix 1, which
includes a definitions section
(21 CFR121.3).

Why is the IA Rule so Important?

Why is the |IA Rule so Important?

* Intentional adulteration has the potential to cause:

s FSPCA .

In the following lessons, specific exercises will help you understand
the potential public health. consequences of an intentional
adulteration event. As/seen'with food safety outbreaks, the economic
impact on a food company can be devastating from a single event.

General Requirements of the Intentional Adulteration
(1A) Rule

General Requirements of the Intentional
Adulteration (IA) Rule

( Food Defense Plan (FDP) \

Mitigation Strategies
Management Components

Vulnerability Assessment

Food Defense Monitoring Procedures

Food Defense Corrective Action Procedures

>

Mitigation Strategies Food Defense Verification Procedures

&

The general requirements of the IA rule include the development of a
food defense plan, general and targeted training requirements based
on an individual's food defense responsibilities, recordkeeping
requirements, and food defense plan reanalysis requirements. This
course will not cover recordkeeping or reanalysis requirements in

© 2019 IITIFSH
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detail but will explain those requirements as they pertain to the
vulnerability assessment.

Contents of a Food Defense Plan

Contents of a Food Defense Plan

/ Food Defense Plan (FDP) \

Mitigation Strategies

Vulnerability Assessment Management Components

Food Defense Monitoring Procedures

Food Defense Corrective Action Procedures

-4

Mitigation Strategies Food Defense Verification Procedures

FSPCA
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A food defense plan must contain a vulnerability ‘asSessment to
identify actionable process steps, which leads to'the identification and
explanation of mitigation strategies. The=next three requirements
start to look a lot like common food safety systems such as hazard
analysis and critical control point (HACCP)/or preventive controls
including monitoring, corrective “actions and verification
procedures—what we refer te,asimanagement components. These
management components @s required in the IA rule have some
distinct differences from hew they are typically used in food safety
systems, which is why they are termed food defense monitoring, food
defense corrective actions;and food defense verification. The focus of
the course today,will be on the vulnerability assessment (VA)
requirement.

© 20192 IITIFSH 1-13
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Vulnerability Assessment Requirements

Vulnerability Assessment Requirements

What are the Vulnerability Assessment Requirements?

See 121.130 in Appendix 1

FSPCA
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The IA rule requires that the VA;at a minimum, must consider for each
point, step, or procedure what are termed the three fundamental
elements. Element“1 is the potential public health impact if a
contaminant were ‘successfully added to the product at that step.
Element 2 is the'degree of physical access to the product at that step.
Element 3.is,the ability of an attacker to successfully contaminate the
product at thatstep. In other words, if an attacker has already reached
the product, how easy would it be for that individual to contaminate
the food. This course will go over each of the three elements in detail.

You must conduct a vulnerability assessment for each type of food
produced at your facility. The results of the VA must be documented
inthe food defense plan.

Each point, step, or procedures requires an explanation for why it was
or was not identified as an actionable process step. The explanations
will link back to the scores documented for each of the three elements
(public health impact, accessibility, and ability to successfully
contaminate the product) and will describe how you arrived at those
scores. How to score each element will be discussed in later modules.
For now, it is important to realize that these explanations are very
important for describing why a step is or is not significantly
vulnerable and will be useful for identifying mitigation strategies that
will address the reasons why the step is significantly vulnerable. The
VA is not only conducted so that you are aware of where your
significantly vulnerabilities exist, but so you can determine how best
to protect the food at these points. The explanations are crucial to
determine the best strategies for protection. These explanations will
also help when your VA needs to be updated or re-evaluated to satisfy
any food defense plan reanalysis requirements because the

1-14 © 2019 IITIFSH
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explanations provide baseline knowledge about how the step was
vulnerable and any changes to that point, step, or procedure can be
compared to the original assessment and updated to capture the new
state of vulnerability.

What Is a Vulnerability Assessment?

0—= Key Point:

What Is a Vulnerability Assessment? Points, steps, or procedures do

o . . not include businesses
* A vulnerability assessment (VA) is a systematic processes or other procedures

assessment of points, steps or procedures to identify that are not part of your food
and rank vulnerabilities to intentional adulteration operation.

* A point, step, or procedure is an activity related to
manufacturing, processing, packing, or holding of a
food product

2. 43
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A vulnerability assessment is a systematic assessment of points, steps
or procedures to identify and rank yvulnerabilities to intentional
adulteration. It is a prioritization ¢mechanism that differentiates
vulnerabilities from significant vulnerabilities. This prioritization
allows facilities to focus resources .at those points, steps, or
procedures that are detesmined ‘to have the highest risk for
intentional adulteration.

A point, step, or procédure is an activity related to manufacturing,
processing, packing, or holding of a food product. The VA does not
include an assessment of points, steps, or procedures that are not
directly related to theyproduction of food, for example, mail handling
procedures, human resources procedures, emergency evacuation
procedures, utilities, etc.

© 2019 IITIFSH 1-15
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Example Flow Diagram
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All the steps seen on this flow diagram should be considered in doing
your VA. We will be focusing on three specific steps in future exercises
(those highlightedn the slide above).

Significant Vulnerabilities

Significant Vulnerabilities

21

*\The goal of the VA is to
identify those points at
highest risk by distinguishing
vulnerabilities from
significant vulnerabilities
and identifying actionable
process steps (APSs)

©2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 201%; S

See 121.3in
Appendix 1

What are Significant
Vulnerabilities?

Date: New

FSPCA

Most process steps have some level of vulnerability associated with
them, but the goal of the VA is to distinguish which vulnerabilities
would be characterized as “significant vulnerabilities.” A significant
vulnerability is defined as a vulnerability in a food process that, if
exploited, could be expected to cause wide scale public health harm.

© 2019 IITIFSH
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Each point, step, or procedure in your food process will be evaluated
to assess its vulnerability score, and then process steps will be ranked
to determine which have significant vulnerabilities and would be
identified as actionable process steps.

Actionable Process Step (APS) Definition

Actionable Process Step (APS)

What is an Actionable Process Step?

See 121.3 in Appendix 1

* APSs are points that are considered most vulnerable
to intentional adulteration

22 ©2019 FSPCA | FSPCA PPT_0015 | lssue Date: Apr. 4, 2019; 5 Date: New oo e rvestimconions mussct

An actionable process step is defined as aspoint, step, or procedure in
a food process where a significant vulnerability exists and at which
mitigation strategies can be applied and are essential to significantly
minimize or prevent the significant vulnerability. Actionable process
steps are the steps in your facility that would be considered the most
vulnerable to intentional <adulteration and therefore will need
mitigation strategies toWreduce or eliminate the significant
vulnerability.

© 20192 IITIFSH 1-17
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Training/Qualifications Required to Perform a
Vulnerability Assessment

Training/Qualifications Required to Perform a
Vulnerability Assessment

Definition: Qualified Individual
A person who has the education, training, or experience (or a combination

thereof) necessary to perform an activity required . . . as appropriate to the
individual’s assigned duties. A qualified individual may be, but is not
required to be, an employee of the establishment. (21 CFR 121.3)

* Individuals conducting or overseeing the conduct of a VA must:
= Be a “qualified individual” and
= Successfully complete training equivalentito aistandardized
curriculum recognized as adequate FDA, or be otherwise
qualified through job experience
o This course satisfies this training.requirement

FSPECA
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As mentioned in the Preface, there are specific training and
qualification requitements.in order to conduct or oversee the conduct
of the vulnerability assessment. A qualified individual as defined in
the IA rule is a persen who has the education, training, or experience
(or combination thereof) necessary to perform an activity as
appropriate to'the individuals assigned duties. A qualified individual
may bejbutisnot required to be, an employee of the establishment.
Inyaddition to being a qualified individual, the individual must also
complete training that is considered equivalent to the standardized
curriculum recognized as adequate by FDA, or be otherwise qualified
through job experience. This course satisfies that training
requirement.
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Lesson 1: Questions

Lesson 1: Questions

Thank you for your attention

Questions?

Next: Identifying Food Defense Terms Exercise

FSPCA
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If you have any questions regarding the concepts we just went.over,
feel free to ask them.

Lesson 1 Exercise: Identifying Food Defense Terms

Lesson 1 Exercise: Identifyifig Food
Defense Terms

* Total time: 10 minutes
* Complete the worksheet: 5 minutes
* Facilitated review/discussian: 5 minutes

* Instructions:

* Take 5 minutes to complete the Identifying Food Defense Terms
Worksheet (see ExerciseWorkbook, page 3)

* Read the food defense terms in the left column of the worksheet and
the definitions in the right column of the worksheet.

= Draw a line to connect each term with its definition. There is only one
answer per term.

= When everyone has completed the worksheet, the Instructor will
facilitate a 5-minute review/discussion.

FSPCAU
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The Identifying Food Defense Terms worksheet is in the Exercise
Workbook (see page 3). The Instructor will review the instructions
and then you can complete the exercise. Once everyone has completed
the worksheet, the instructor will facilitate a short review/discussion.
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LESSON 2. Vulnerability
Assessment Preliminary Steps

Lesson 2: Preliminary Steps

VULNERABILITY ASSESSMENT
PRELIMINARY STEPS

ESPEA
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This lesson provides ideas for some preliminary*steps that will help
you prepare for your vulnerability assessment. The items in this
lesson are not required by the IA rule but are useful when you're
preparing for and organizing your vulnerability assessment.

Goal: Participants will be able to explain vulnerability assessment
preliminary steps.

Learning Objectives:

By the end of this lessen,participants will be able to:
1. Group similar processes.

Identify a food defense team.

Describe product under evaluation.

Identify a process flow diagram.

Describe process steps under evaluation.

SN
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0—= Key Point:

The preliminary steps are not
required, but useful steps to
prepare for your VA, and most
of these items probably exist in
your facility for other purposes
such as your food safety plan or
your Hazard Analysis and Critical
Control Point (HACCP) plan.

Lesson 2: Vulnerability Assessment Preliminary Steps

Lesson 2: Vulnerability Assessment Preliminary Steps

6.

Overview
of
Food
Defense
Measures

Vulnerability
Assessment

Preliminary
Steps

Considering
Inherent

AND

Characteristics

6 Vulnerability Assessment \

Considering an
Inside Attacker

3 Elements

@ Element 1 —Evaluating Potential Public
Health Impact

Element 2 —Evaluating Degree of
Physical Access to the Product

Element 3 — Evaluating the Ability to

\ Successfully Contaminate the Product )

Appendices 1-5

0)

=>

Identifying Actionable
Process Steps
and Explanations

\

Applying the Hybrid
Approach

\

Preliminary Steps to Conducting a VA

Preliminary Steps to Conductinga VA

® Preliminary steps include:
®* Assembling a food defense team
= Describing the product
* Developing a process flow diagram
®= Describing the process steps

©2019 FSPCA | FSPCA_PPT_0015 | lIssue Date: Apr. 4, 201%; Supercedes Date: New

* Preliminary steps are not required, but may be useful

* Gather information about products, processes, and operations prior
to startingithe development of the FDP to facilitate efficiency and
organization

L\ il

* Some of these items may already exist at your facility

FSPC A
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The purpose of these preliminary steps is to gather as much
information about the products, processes, and operations as possible
prior to starting the VA. A thorough understanding of the food
operation you are evaluating facilitates efficiency and organization
during the assessment. Preliminary steps can include many things,
but the ones that are most useful are:

1. Assembling a food defense team;
2. Describing the product under evaluation;
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Vulnerability Assessment Preliminary Steps

3. Developing, or in most cases identifying, a process flow
diagram that have your production processes; and
4. Describing the process steps under evaluation.

These are not required, but useful steps to prepare for your VA, and
most of these items probably exist in your facility for other purposes
such as your food safety plan or your Hazard Analysis Critical Control
Point (HACCP) plan.

Grouping Similar Processes

Grouping Similar Processes

* Similar or like products using similar processes within
one facility can be grouped and assessed together
= |dentify any differences between grouped products

Examples

Different flavored fruit juices using the
same processing line

Cereals of different flavors using similar
processes

Yogurts with different inclusions
(e.g., strawberries, blueberries)

Multiple production lines in the same
environmentusing the same types of
equipment

4 ©2019 FSPCA | FSPCA_PPT_001S | Issue Date: Apr. 4, 20193, SUpergedes DETE: NEW oo s cnvmcs et

It can be beneficial to consider how like products can be grouped
together before moving into .the) preliminary steps. The IA rule
preamble states that like products that use similar processes can be
grouped and assessedytogether as one group. If there are any
differences in the products=or processes these identified differences
should be noted andfevaluated. Examples of products that could be
grouped include different flavored fruit juices that use the same
processing line but have a variety of flavors. Another example would
be if you are processing yogurts that have different inclusions such as
strawberries or blueberries, or cereals with and without
marshmallows. There is no reason for you to conduct multiple
separate VAs if you are manufacturing several products that only have
minor variations in their process operation. These like products using
similar processes can be grouped together into one vulnerability
assessment as long as any differences in the process flow are assessed
and documented as well.
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Step 1. Assemble a Food Defense Team

Step 1. Assemble a Food Defense Team

* Afood defense qualified individual is required to
conduct a vulnerability assessment

* Facilities have the option to build a multidisciplinary
food defense team

o

FSPCA
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The first recommendation for preliminary steps is to assemble a food
defense team. Your vulnerability assessment must be conducted by a
food defense qualified individual, but it is recommended to include
members from variousyareas of your facility on your food defense
team. A multi=disciplinary team of individuals assessing the
vulnerabilities helps ensure appropriate technical knowledge
contributed to¢the assessment and reduces the risk of missing key
information.

Step 1./Assemble a Food Defense Team (continued)

Step 1. Assemble a Food Defense Team
(continued)

* Team approach:

= Helps identify key food defense
considerations

= Encourages ownership of the plan

* Individuals with different
specialties and experiences:

= Provide knowledge of daily
operations

= Include quality assurance (QA),
production, maintenance,
security, etc., as applicable

FSPCA
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Vulnerability Assessment Preliminary Steps

Including individuals with different specialties and experiences such
as QA, maintenance, security, etc., provides your assessment with
diverse knowledge of the daily operations of the facility and different
perspectives with respect to vulnerability.

Step 2. Describe Product Under Evaluation

0—= Key Point:
Step 2. Describe Product Under Evaluation ey rom

Serving size may not be part of

+  Check to see if product descriptions already exist at your facility your existing descriptions of
¢ Descriptions could include: Sample Almand, Cranberry Energy Bar Product Description your food prOdUCtS but can be
= Product name P — s helpful in determining the score

for.Element 1: Evaluating
potential public health impact.

= Product description

= |ngredients

= Intended use

= Intended consumers

o

oo Pt S BT

= Storage and distribution

ve Controls Aliance (FSPCA), Product Description for

= Serving size

= Any other details that may be helpful for understanding the product

* One product description can be used for products that are similar in nature or
use the same or similar equipment, as long as variations are noted
FSPCA
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The second step is to describe the product under evaluation. You
probably already have product descriptions that exist at your facility,
and you can leverage your existing decuments as much as possible.
Product descriptions could include theyproduct name, ingredients,
finished product serving size,.storage and distribution practices, or
any other details that may be helpful for understanding the nature of
the product. If some of the products that you manufacture are similar,
you do not need to haveindividual product descriptions. For example,
if you manufacture products.that are essentially the same constitution
with just some variations in ingredients or additives, one product
description could be‘written for those products and the variations,
such as different flavors, could be added to the description.
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Step 3. Develop a Process Flow Diagram

Step 3. Develop a Process Flow Diagram

* Flow diagrams provide a clear, simple description of
the steps involved in the processing of your food
product (or grouped products) in their respective
arder

= Include all the process steps within the facility’s control

= |nclude reworked product, by-product, and diverted
product, if applicable

* Process flow diagrams may already eXist-at:your
facility

PSP
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The third recommended&tepfis.to develop a process flow diagram or
use one that you already have at your facility. Flow diagrams are
helpful because they provide a clear, simple, organized diagram of the
steps involved in the process in the appropriate order. Visualizing the
flow is important' for understanding potential vulnerabilities.
A process flow diagram should include all of the process steps within
the facility that are part of the food processing operation from
receiving to storage and distribution, including reworked product,
diverted product, etc. You do not need to include in your VA processes
that, aresnot part of the food operation, such as mail handing
procedures, human resources procedures, utilities, and processing
aids that do not come in contact with or are not incorporated into
the food.

2-6 © 2019 IITIFSH
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Example Process Flow Diagram

L Resources:
Example Process Flow Diagram There is a full-page version of
1 Bulk Liquid '[2) m—s the Exam.ple Process'FIow
Receiving vy g Diagram in the Exercise
—— .4 ! workbook, page 9.
i Dry Food Storage
Storage |
5 - 6 -
Surge Tank . i Ingredient Staging
Water 7 Secondary Ingredient
L Addition
Mixing e M1
. J Rework
Forming
o A ,_f‘ y p . “

Here is an example of part of a process flow diagram. This particular
process flow diagram will be used throughout the cotirseas a tool to
assist you with learning how to conduct a vulnerability assessment.
The flow diagram depicts a fictional food that does notirépresent any
actual food on the market, but the process flow may be similar to some
processes at your facility. You may want te.walk the production floor
to verify the steps in your flow diagram

Step 4. Describe Process Steps Under Evaluation

Step 4. Describe Process\Steps Under Evaluation

Process descriptionstexplain what happens at each
point, step, onprocedure

Process step descriptions may be helpful when:
= |dentifying mitigation strategies, and
= developing mitigation strategy management component
procedures

* Leverage existing documents

FSPCAU
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The fourth preliminary step recommended is to describe the process
steps under evaluation. Process step descriptions provide details
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about what happens at each point, step, or procedure under
evaluation. These descriptions contain more detail than the process
flow diagram, such as how many people are at the step when it is
operating, what equipment is used during this operation, what is the
nature of the food at this step, how it is handled, etc. Describing the
process helps to identify attributes that you may need to consider
during your vulnerability assessment, including inherent
characteristics. A process step description is useful in the
vulnerability assessment because it informs your scoring of the three
elements at the step. A process step description can also be helpful
later when considering, identifying, and explaining mitigation
strategies for actionable process steps. Other documents at your
facility may be used in place of a process description such as a recipes
or work instructions. You may find that those“existing documents are
sufficient as is, or you may decide to add'moreidetail for the purposes
of informing your VA.

Lesson 2: Questions

LeSsson2: Questions

Thank'you for your attention

Questions?

BRes
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If you have any questions regarding the concepts we just went over,
feel free to ask them.

Notes:
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LESSON 3. Inherent Characteristics

CONSIDERING INHERENT
CHARACTERISTICS

BEe:

©2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date: New

By the end of this lesson you will be able to “explain inherent
characteristics and activities that are not inherent, anddifferentiate
between those two concepts.

Goal: Participants will be able to explain inhérent characteristics.

Learning Objectives:
By the end of this lesson, participants,will be'able to:
1. Explain inherent characteristics:
2. Explain activities that are,not inherent.
3. Differentiate between inherent characteristics and those that are
not inherent.

© 2019 IITIFSH
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Lesson 3: Considering Inherent Characteristics

Lesson 3: Considering Inherent Characteristics

6 Vulnerabilityé‘)ssessment \ ® \

Considering Considor
o . Inherent 0':';' enng':.m =) Identifying Actionable
verview
of Characteristics e ey Process Steps
and Explanations
Food =
Defense
Mesuros 3 Elements "
@ Element 1 — Evaluating Potential Public
@ Health Impact Applying the Hybrid
Approach
Vulnerability Elem.ent 2—Evaluating Degreeof | | oo e
A SSessment Physical Access tothe Product -
Preliminary @ AND
Steps Element 3 — Evaluating the Ability to
K Successfully Contaminate the Product/

When Evaluating Each/Fundamental Element, You Should
Consider Inherent Characteristics

When Evaluating Each Fundamental Element,
YouwShkould Consider Inherent Characteristics

* ‘Inherent/characteristics are:

= conditions, activities, practices, or characteristics that are
integral to the operation of a point, step, or procedure,

= not easily changed or altered, and

= crucial to the operation of the process step

* Absent the characteristic, would the process
step function?

* Inherent characteristics of a process step should be
evaluated as a part of the VA

FSP(’:AD

3 ©2019 FSPCA | FSPCA PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date: New 0D SATTY FRIVETWE CONTRCHS AiANC

There are things that you should evaluate when conducting your VA,
including inherent characteristics. Inherent characteristics are those
conditions, activities, practices, or characteristics that are integral to the
operation of a process point, step or procedure. In other words, they are
present as crucial to the operation of the process step. Absent the inherent
characteristic, this process step couldn't function as intended. Since
inherent characteristics are crucial to the operation of the process, they
are not easily changed or altered. In many cases, they are manufactured
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into the equipment or part of the process step environment and
operation. For these reasons, inherent characteristics may have an impact
on vulnerability at that step and should be considered when performing
a vulnerability assessment.

Inherent Characteristics: Examples

0—= Key Point:

Inherent Characteristics: Examples . o
This is not an exhaustive list of

inherent characteristics.

* Required presence of employees in the immediate
area

* Design of the room

* Type and nature of equipment used
* Nature of the processing

* Nature of the food being processed

* Equipment safety features

FSPGA
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Inherent characteristics may include the required presence of employees
in the immediate area, the design of the room, the location and type of
equipment used, the nature of the processing,themature of the food being
processed, and equipment safety features. Let’s take some time to look at
these examples in more detail.
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Inherent Characteristics: Examples (continued)

Inherent Characteristics: Examples (continued)

* Required presence of employees in the immediate

area: .

7

= A process step that can
function only when there are t\.i) —
multiple people working and \ AN ﬁ
constantly observing the 1 =N
step, such as where workers
are lined up and manually working “assembly line style” and
are constantly observing each other

= A steprequiring two workers to each performian action for it
to properly function, and if one worker is absent then the
line would stop

ESRER.
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The presence of employees.at _a process step can be an inherent
characteristic in somednstances. One example of this scenario is a process
step that would require two workers for the process step to properly
function. For example, if you need two people to align product before it
goes into a piecesof equipment and if two people weren't present the
equipment-will jam, that would be considered inherent to that process
step. By contrast, this would not be an inherent characteristic if there is a
policy*for two.workers to be at a step, but the step could function if one
worker stepped away or was absent. A second example of an inherent
characteristic would be if a step requires two workers to perform specific
functions at the same step, and if one those workers were absent, then the
line'would stop completely because the product was not able to continue
to be processed.

© 2019 ITIFSH
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Inherent Characteristics: Examples (continued)

* Type and nature of equipment used:
= A process step that is entirely

enclosed and inaccessible during i
operation, such as piping,
pasteurization, retorting, or a
similarly enclosed process step :
such that accessing the food .
anywhere at this step would
interrupt the process operation

= A process step that is pressurized so that access would result
in noticeable ejection of the food or cause bodily harm

FSPCA
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Sometimes the type or nature of the equipment is<an /inherent
characteristic. For example, your facility may use a pasteurizer that is
completely enclosed and if it were opened, the pasteurization would stop
and would be easily noticed by other workers. Another example is if your
facility has a liquid food storage tank that is pressurized. Access to that
tank would be very difficult, and the liquid food.would be ejected from the
tank if it were accessed.

Inherent Characteristics: Examples (continued)

Inherent Characteristiés: Examples (continued)

* Nature of the processing:

= A process step where the food is —
moving at such a rate that
adding enough contaminantto
cause wide scale public health
harm is highly unlikely or
impossible (such as a belt,
flume, bucket lift, vacuum, or
pneumatic conveyor where
product is moving at a high rate)

= A process step where a contaminant, if added at the step
under evaluation, will not be incorporated into the food
due to minimal to no mixing or agitation
FSPCA”
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The nature of the processing itself may be an inherent characteristic. For
example, if your product was on a very fast-moving belt, it would be

© 2019 IITIFSH
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difficult for an attacker to stand at that belt and add enough contaminant
to cause wide scale public health harm. Another example is if you have a
final product being conveyed to another location for packaging, addition
of a contaminant at that step would not be mixed into other product and

would not cause wide scale public health harm.

Inherent Characteristics: Examples (continued)

Inherent Characteristics: Examples (continued)

* Nature of the food being processed:
= Whether the food is solid or liquid

RO

A

FSPCA
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Sometimes the nature of the food itself help inform inherent
characteristics at specific processing steps. Liquid foods may have a
higher vulnerability than solid foods to intentional adulteration because
theysmaybe more likely to be agitated or mixed, which would effectively

mixia contaminant into the food if it were added.
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Examples of Practices That Are Not Inherent
Characteristics, But Could Be Existing Measures

Examples of Practices That Are Not Inherent Characteristics,
But Could Be Used as Mitigation Strategies

* Positioning a person of specific seniority or
experience at a particular process step for quality
reasons

* Preventing delivery drivers from entering the facility

» Requiring workers in specific areas or with specific
responsibilities to wear specially colored uniforms or
caps

* Reviewing shipping documentation and verifying the
presence of seals on transport conveyances

BEe:
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Some points, steps or procedures have practices that are put inyplace for
one reason or another but are not inherent to thé operation of that
process step. These existing measures may be something that you put in
place for quality control reasons, worker safety,“asset or inventory
control, or other reasons, but they are not btilt into the equipment. An
existing measure requires you to make a decision to implement that
measure and continue to do so on an ongoingsbasis. The process step
could technically function without the existing measure and therefore
may be altered or changed smore, frequently than an inherent
characteristic. These measures may orimay not have practices in place to
ensure their implementation.

Existing measures shouldn't be considered for their effect on the
vulnerability at that §tep, because of their non-inherent nature. These
existing measures are better evaluated when identifying and explaining
mitigation strategies because these measures may provide a level of
protection against intentional adulteration and therefore may be used as
mitigation strategies. The training designed for individuals responsible
for identifying and explaining mitigation strategies goes into this concept
in much more detail. This training does not qualify you to identify and
explain mitigation strategies, but it is important for you to understand the
ways in which inherent characteristics and existing measures are
considered.

One example of a practice that is not an inherent characteristic is the
practice of positioning a person of specific seniority or experience at a
particular process step for quality reasons. The process would continue
to operate if someone with less seniority is placed at that process step,
therefore it would not be an inherent characteristic. Another example is

© 2019 IITIFSH

Inherent Characteristics

3-7



Lesson 3

3-8

the practice of preventing delivery drivers from entering the facility. This
is a facility policy decision that has no bearing on the proper functioning
of process steps. There are ways that this practice could serve as a
potential mitigation strategy. Another example is if a facility institutes
procedures for reviewing shipping documentation and verifying the
presence of seals on incoming product as a matter of routine good
manufacturing processes (GMPs). This practice would also be considered
as an existing measure rather than an inherent characteristic and could
potentially be used as part of a mitigation strategy.

In summary, inherent characteristics are considered during a VA because
they are so integral to a process step’s operation that they should be part
of the nature of the vulnerability at that process step that you are
assessing. Existing measures can be identified ‘during the VA, but they
shouldn't be evaluated in your scoring of vulnerability because they could
potentially change or be altered, resulting inja change in the nature of the
vulnerability at that step. Existingymeasures are more appropriate for
consideration when identifying=and, explaining mitigation strategies,
because if they are providing a.ével of protection then they may be
written into the food defense planfas mitigation strategies and would
require management . component procedures to ensure they are
consistently implemented and providing the protection intended.

Lesson 3: Questions

Lesson 3: Questions

Thank you for your attention

Questions?

Next: Inherent Characteristics Exercise

FSPEA
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If you have any questions regarding the concepts we just went over, feel
free to ask them. Next, we are going to complete the Inherent
Characteristics Exercise.
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Lesson 3 Exercise: Inherent Characteristics

* Total time: 15 minutes
* Complete the worksheet: 5 minutes
* Facilitated review/discussion: 10 minutes

* Instructions:

* Take 5 minutes to complete the Inherent Characteristics Worksheet
(see Exercise Workbook, page 5)

= Read the description of the activity or procedure written in the left
column

= Use a check mark to indicate whether you think the activity or
procedure would be considered an "inherent characteristic" or not

= When everyone has completed the worksheet, the Instructor will
facilitate a 10-minute review/discussion

FSPC A
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The Inherent Characteristics Worksheet is in the Exercise Workbook (see
page 5). The instructor will review the instructions and then you can
complete the worksheet. Once everyone has completed the worksheet,

the instructor will facilitate a short review/discussion.

© 2019 IITIFSH
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LESSON 4. Inside Attacker

Lesson 4: Inside Attacker

CONSIDERING AN INSIDE ATTACKER

PSP
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Prior to going into detail of the three elements required’in the VA, it is
important to discuss the overarching considerationyoef the inside
attacker.

Goal: Participants will be able to recognize the importance of
considering an inside attacker during a VA.

Learning Objectives:
By the end of this lesson, participants will be able to:
1. Describe an inside,attacker.
2. Recognize the importance of considering an inside attacker
during a VA.
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Lesson 4: Considering an Inside Attacker

0—= Key Point:

Remember, the three elements Lesson 4: Considering an Inside Attacker

are: / / Vulnerability Assessment \ @ \
1. Element 1: Potential Public @ @ (+)

Copsiicine Considering an Identifying Actionabl
ti ti
Health Impact, Ove:fliew ch;:‘:;::;:;im Inside Attacker > enprlecrgsscmc::;a ©
and Explanations
2. Element 2: Degree of Food
. Defense 3 Elements
Physical Access to the Meastres ¥
El it 1 —Evaluating Potential Publi
PrOdUCt’ and @ @E:;Ttehnlmpac:a RS Iﬂ Applyingthe Hybrid
3. Element 3: The Ability of \Approach
i Element 2 —Evaluating Degreeof | | oo e ———
an Attacker to Successfully e Physical Access tothe Product =
. Prelimif
Contaminate the Product. eingl o _ o :
Element 3 — Evaluating the Ability to \

K Successfully Contaminate the Prod ud/
Appendices 1-5 /

Considering an Inside ‘Attacker

Considering an Inside Attacker

Vulnerability assessments must consider

the possibility of an inside attacker
(21 CFR 121.130(b))

* You should think of the possibility of an inside
attacker as an overarching principle that:

= Informs the decision-making for the evaluation
of each of the 3 required elements of a VA, and

= |s NOT a separate decision point

FSPC A
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The concept of an inside attacker is an overarching principle that must
be considered during the conduct of a vulnerability assessment, but
the way an inside attacker could affect the vulnerability can change
from process step to process step.

When thinking through the possibility of an insider attacker, you
should consider the number and nature of individuals with legitimate
access to the facility (e.g., permanent workers, temporary and
seasonal workers, vendors, contractors, visitors, drivers,
maintenance personnel, and customers), but also consider the ability
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of these individuals to move freely throughout the facility, and the
personnel in the area around each point, step, or procedure (e.g.,
multiple workers in a well trafficked area or a single worker in an
isolated area) being evaluated. If a process step is generally accessible
to any person working in or traversing through the area, you should
consider all such individuals and evaluate the degree of vulnerability
of the process step should one of these persons attempt to
intentionally adulterate the food. When considering an inside attacker
at an isolated or single worker area, including those who have
responsibilities associated with the process step (i.e., are stationed at
the process step as a part of their job function), you should include
these individuals as potential inside attackers. If your VA determines
that a significant vulnerability is present when these individuals are
potential inside attackers, then you should identify these area as
Actionable Process Steps and then identify mitigation strategies.

The possibility of an inside attacker will factor into each of the three
required elements of the VA but will have particular influence-over
Element 2 when you are evaluating accessibility, and Element 3 when
you are determining the ability of an attacker to stceessfully
contaminate the product.

The concept of an inside attacker helps to eliminate the'thinking that
just because you locked your exterior doors and have security at the
front of the building that you don’t have any vulnerabilities. You must
consider the possibility that an inside attacker could'be at that process
step under evaluation.

Why Must an Inside Attacker be'Considered
During the VA?

Why Must anynside Attacker be
Considered During the VA?

* Based on yearsf collaboration with the law
enforcement and the intelligence community,

= it is widely recognized that the inside attacker poses the
highest risk for intentional adulteration of food

* Many instances of intentional adulteration in recent
years were carried out by an inside attacker

* The VA must be conducted based on the assumption
that an inside attacker is possible

FSP€A
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FDA is not an intelligence agency, therefore they must rely on the
expertise and judgment that they receive from the intelligence
community. Over the course of more than a decade, the intelligence
community has consistently informed FDA that the inside attacker
represents the highest risk for intentional adulteration of food.
Consequently, since the inception of FDA’s food defense program, all
FDA-led vulnerability assessments have focused on a scenario
involving an inside attacker. The highest risk is not the individual who
has broken into a facility to contaminate the food, it is the inside
attacker who has already gained legitimate access. The intelligence
community gathers this information based on the traffic that they see,
past instances that have occurred, and other sources. That is why it is
required that the VA must consider the actions'of an inside attacker.

Assumptions Regarding an Inside Attacker

Assumptions Regardinggan,Inside Attacker

* When you are conducting your
vulnerability assessment, you should
assume that aniinside attacker has:

= Legitimate access tosthe facility (e.g., an
employeepcontractor, driver, authorized
visitor, etc.);

= A'basic understanding of facility operations and the food
product(s) under production;

= The ability to acquire and deploy a contaminant that is:
o highly lethal,
o capable of withstanding the food production process, and
o undetectable via simple observation if added to food; and

= The intent to cause wide scale public health harm FSP@ A
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There are four characteristics that should be assumed when
considering an inside attacker. The first is that an inside attacker is an
individual that has been granted legitimate access to the facility (such
as an employee, contractor, driver, authorized visitor, etc.). Second,
this individual would have a basic understanding of facility operations
and the food products under production. This refers to a basic
understanding of the production process such as a knowledge of the
types of equipment being used or a general knowledge of how the
food flows through the operation. The inside attacker may not have
in-depth knowledge of the process itself but rather a high-level
understanding of operations. The third attribute of an inside attacker
is the ability to acquire and deploy a contaminant that is highly lethal,
capable of withstanding the food production process, and
undetectable via simple observation if it were to be added to the food.
For example, simple observation may include noticing that the food
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has changed color or texture. The fourth characteristic is the
assumption that the intent of an inside attacker would be to cause
wide scale public health harm. An inside attacker wants to use their
access and their basic knowledge of the food or process to successfully
contaminate the food and cause illness and death to as many people
as possible.

Inside Attacker Case Study — Derby Terror Plot

0—= Key Point:
Inside Attacker Case Study — Derby Terror Plot

The ricin plan was
abandoned in favor of a
January 2018 — "UK Derby Terror Plot: The bomb, and the whole plan

Online Casanova and His Lover" was eventually
intercepted by law

i kil d feit identificati . enforcement, but this
n individual used counterfeit identification to gain circumstance illustrates

employment at a major manufacturer of ready-meals how someone with
in the U.K. His girlfriend, a pharmacist, helped him to legitimate access to a food

devise a plan to poison the food using ricin. facility could cause wide
scale public health harm.

Source: http://www.bbc.com/news/uk-42370025

FSP@AS
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The potential public health impactyif an inside attacker was to
successfully contaminate food could be catastrophic. Two case studies
will be discussed to assist with.conceptualizing this fact. The first case
is from January 2018 and involved,a plan to contaminate food inside
a food manufacturing facility. ‘Ansindividual in the United Kingdom
falsified documents to,gain employment at a food manufacturing
facility that was producingsready-to-eat foods. He was an ISIS (a
terrorist organization) sympathizer and his girlfriend/accomplice
had a pharmacy background. They devised several attack plots, one of
which was to produce ricin and contaminate the food at his processing
facility. Ultimately, they settled on a plot to use a bomb instead and
were apprehended before the plot could be executed. Although their
intentional adulteration plan was intercepted, this is an example of a
case of someone who is an insider using their position in a food
manufacturing facility to try to hurt people with a lethal substance. If
the outcome were different, this could have resulted in wide scale
public health harm.

© 2019 IITIFSH 4-5
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Inside Attacker Case Study — Japan Malathion

0—= Key Point: . .
Inside Attacker Case Study — Japan Malathion
While the intent of this

disgruntled worker was only
to harm the company, this

illustrates how devastating poisoning frozen food in Japan"
the consequences would be if

his intent was to cause wide * A contract food worker at a frozen food facility in

scale public health harm, Japan intentionally contaminated food with

which is what the 1A rule is . .
. malathion, resulting in
designed to address.

December 2013 — "Toshiki Abe arrested for

= 2,843 reports of foodborne illness, and

= 6.4 million packages of food recalled

Source:

ps2, .NEWS. COM. d, be rested-for-
story/1116b75a5147c273de8aedc38144b2b

FSPCA
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The next example took' place.in late 2013 and involved foods
contaminated with .a pesticide called malathion. A long-term
contracted employeeiata frozen foods manufacturing facility in Japan
used malathion to contaminate the food where he had access. His
responsibilities included adding together ingredients to make dough.
His actions.led to 6.4 million packages of foods being recalled and at
least 2,843 reported illnesses. The attacker used a relatively nontoxic
contaminant, but if he had chosen a more lethal agent it could easily
have resulted in thousands of deaths. Even though it appears this
individual was a disgruntled employee and was not intending to cause
wide scale public health harm, it demonstrates that inside attackers
haye a great potential for harm. This employee was an insider who
had been in the facility for some time, had access to the food at a
vulnerable point, and had an opportunity to successfully contaminate
the food. In addition, several workers noted that the facility had a
policy that prohibited personal items from being brought onto the
production floor but thought the policy was likely not being properly
supported with management oversight or training to ensure the
policy was operating as intended.

4-6 © 2019 IIT IFSH



Inside Attacker

Points to Consider

) ) 0—= Key Point:
Points to Consider _
A solitary worker may seem

like it would reduce
vulnerability since only one

* When considering the possibility of an inside attacker
while conducting a VA, some points to consider at
person can access that step,

the process step include: but when you consider
= Times when the step is unobserved whether that solitary person

= Areas that are obscured from the view could be the inside attacker
you may come out with a

different conclusion on
= Movement of workers vulnerability.

= Multiple workers

= Solitary workers

FSPEA.
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The inside attacker must be considered for each step under evaluation
as a part of the step itself and the surrounding environment. A few
questions that may be helpful when considering an _inside attacker
include: Are there lengthy periods of time where there is limited
observation of food at the step under evaluation? For example, do
people set up the equipment to run and then take care of other duties
leaving the food unobserved? Are there times when a worker may
step away from the process step? Are,there times when surrounding
staff fluctuates by shift or during particular periods of processing (e.g.,
the equipment is not being used): Aresthere process steps that are
obscured by facility design or other obstructions that allow an inside
attacker to adulterate thé'food without being caught in the act? Or
conversely, are there multiple workers in the area so that even if an
inside attacker was present there is a high likelihood that their actions
would be noticed?,Can workers move freely throughout the facility
making it difficult to'determine if someone is in an area that they do
not belong? Or are there procedures in place that would make
traversing impossible, such as rules about not going from raw to
finished, or procedures implemented that would make an intruder
stand out and be noticed? Are there steps where only solitary workers
are stationed? If the solitary worker at that step is the inside attacker,
how will that affect your evaluation of the vulnerability at that step?

Each process step has its own unique circumstances and it is not
possible to list them all; therefore, the concept of an inside attacker
needs to be evaluated in the context of the step under evaluation and
its surrounding environment.
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Lesson 4: Questions

Lesson 4: Questions

Thank you for your attention

Questions?

FSPEA
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If you have any questions regarding the concepts we just went over,
feel free to ask them.

Notes:

4-8 © 2019 IITIFSH
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LESSON 5. Element 1

Lesson 5: Element 1

EVALUATING POTENTIAL PUBLIC
HEALTH IMPACT

BEe:
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The VA requires, at minimum, that three fundamental elements be
considered for each point, step, or procedure under evaluation, as well as
the overarching concept of the inside attacker. We will go through each of
the three elements individually:

Element 1: Potential Public Health Impact,

Element 2: Degree of Physical Access to the Product, and
Element 3: Ability of an attacker to.Successfully Contaminate the
Product.

This lesson will describe hew to evaluate and score Element 1: Potential
Public Health Impact.

Goal:

For each point, step or procedure, participants will be able to

calculate potential public health impact.

Learning Objectives:
By the end of this lesson, participants will be able to:

1.
2.

3.

Describe public health impact.

Describe approaches used to calculate potential public

health impact.

Calculate the potential public health impact using volume of food
at risk.

Calculate the potential public health impact using

the representative contaminant approach.

Score potential public health impact.

© 2019 ITIFSH

0—= Key Point:

Remember, the three
elements are:

1. Element 1: Potential
Public Health Impact,

2. Element 2: Degree of
Physical Access to the
Product, and

3. Element 3: The Ability of
an Attacker to
Successfully Contaminate
the Product.
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Lesson 5

[ Resources:

Table 1. Potential Public
Health Impact is available in
Appendix 3, page A3-3 and in
the Exercise Workbook, page
10.

5-2

Lesson 5: Element 1 — Evaluating Potential Public Health
Impact

Lesson 5: Element 1 -
Evaluating Potential Public Health Impact

6 6 Vulnerabilityc.t:)ssessment \ O \

Considering Considering an
Overviow Inherent T Atmgker =) Identifying Actionable
o Characteristics Process Steps
and Explanations
Food &
Defense
e 3 Elements "
° Element 1— Evaluating Potential Public
@ Health Impact Appl the Hybrid
ch
Vulnerability Elemfent 2 —Evaluating Degreeof | & M e
Assessment Physical Access to the Product ‘lext G
Preliminary AND
Steps Element 3 — Evaluating the Ability
Successfully Contaminate the Produ

A Closer Look at Element 1- Evaluating Potential Public
Health Impact

A Closer Look at Element 1 —
Evaluating Potential Public Health Impact

/ [Element 1 - Evaluating Potentia] \

Public Health Impact

Evaluate Element 1 Using:

1. Volume of Food at Risk
OR
2. Representative Contaminant
OR
3. Contaminant-Specific Analysis

\S Y/

This lesson will discuss two methods in detail that are used to calculate
public health impact. Both start with a formula to determine how much
food is atrisk at the step under evaluation and then extrapolate how many
illnesses or deaths could result if a contaminant were added at that step.
The first is an evaluation of the volume of food at risk. We will also discuss
how to consider a representative contaminant in a more involved
analysis. The concept of a third method called the contaminant-specific

© 2019 ITIFSH



method will be introduced but not discussed in detail, but this approach
is similar to the representative contaminant method.

Element 1: Potential Public Health Impact

Element 1: Potential Public Health Impact

* Requires you to determine what the public health impact
would be if an attacker successfully contaminated the
food at the point, step, or procedure under evaluation

* Directly relates to the scale of a potential intentional
adulteration event

* Estimates how many casualties are possible if a
contaminant were added at the point under evaluation

* s calculated for every process step under evaluation

FSPCp.
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Public health impact refers to the potential result of a.contamination on
consumers. The IA rule is risk-based and aims“te_protect the most
vulnerable points in food production operations where there could be a
large public health impact if the food were intentionally contaminated.
Public health impact estimates the numben, of/servings of food being
processed at the process step and extrapolates the number of consumers
that would be affected if a contaminant were added to the food at that
step. The public health impact score“takes into account the severity and
scale of illnesses or deaths based on the characteristics of the point, step,
or procedure under evaluation. The degree of public health impact is
calculated for every process step under evaluation in order to take into
account how the charaecteristics of each process step may impact potential
public health impact.

For example, packaging steps typically have a lower degree of public
health impact because servings are frequently already parsed out.
Therefore, a contamination would affect a lower number of consumers
since an attacker would be attempting to contaminate individual servings.
Conversely, a bulk storage tank of an ingredient would have a high score
for public health impact because that contaminated product could impact
thousands of servings.

© 2012 IITIFSH
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Potential Public Health Impact Scoring Table

Potential Public Health Impact Scoring Table

* Table 1. Potential Public Health Impact

Description Score

Potential public health impact over 10,000 (acute ilinesses, deaths, or 10
both), or over 10,000 servings at risk

Potential public health impact between 1,001— 10,000 (acute 8
illnesses, deaths, or both), or 1,001 — 10,000 servings at risk

Potential public health impact between 100 and 1,000 (acute illnesses, 5
deaths, or both), or 100— 1,000 servings at risk

Potential public health impact between 1 - 99 (acute illnesses, deaths, 3
or both), or between 1 —99 servings at risk

INo potential public health impact (i.e., no illnesses.or death_s) or no 1

servings at risk N N
FSPCA
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Once the number of servings.at risk, illnesses or deaths has been
calculated, then Tables1 canbe used to arrive at a score ranging from 1 to
10. A score of 1 means that there are no potential illnesses or deaths if a
contaminant were added.at the step under evaluation, therefore there is
no public healthsimpact. A score of 10 means that there is a risk of over
10,000 servings at risk, or potentially over 10,000 illnesses or deaths
would be expected if a contaminant were added at the step under
evaluation:, Therefore, this step would be the highest risk of potential
public health impact. A score of 3 would be used for a step where
potentially 1-99 servings were at risk or 1-99 illnesses or deaths are
expected, a score of 5 would be used for a step where between 100 and
1,000 servings/people were at risk, and a score of 8 would be used for a
step where between 1,001 and 10,000 servings/people were at risk if a
contaminant was added.

5-4 © 2019 ITIFSH



Element 1

Volume of Food at Risk Approach

1. Volume of Food at Risk

/ Evaluate Element 1 Using: \

1. Volume of Food at Risk
OR
2. Representative Contaminant
OR
3. Contaminant-Specific Analysis

. J

The first approach to evaluate potential public health impact we.will be
covering is the volume of food at risk approach.

Volume of Food at Risk Approach (continued)

Volume of Food at Risk Appfoach

* Answers the question: How many servings would be
affected if a contaminant were added atthe step
under evaluation?

* Calculates the volume of food,at/risk at each process
step to arrive at servihgs at risk

» Extrapolates the‘potential public health impact
without the scientifically rigorous examination of a
specific contaminant

* Can be used for batch steps or steps where product is
under a continuous flow

FSPEA
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The volume of food at risk method is a method for establishing potential
public health impact by calculating the total volume of food at risk at a
process step and then extrapolating the public health impact by
calculating how many servings this volume of food would generate. This
is a simple method that provides the number of servings at a step that
would be used to compare to Table 1 to get a score. This method can be
used to ultimately determine how many servings could be contaminated

© 2012 IITIFSH 5-5



Lesson 5

Resources:

A blank Worksheet 1-D can
be found in Appendix 3, page
A3-9, and in the Exercise
Workbook page 11.

As noted earlier, Table 1 can
be found in Appendix 3, page
A3-3, and in the Exercise
Workbook, page 10.

5-6

at a process step where product is in batch format. This method can also
be used for a step where product may be flowing or moving.

Worksheet 1-D

Worksheet 1-D

A

ProcessStep | Batch Size Amount of Servings per Score
product from
(ingredient) in Table 1

Ingredient
storage tank

Worksheet 1-D: Calculating Volume of Food at Risk
B C D E

final serving

FSP@AU
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The information included in Worksheet 1-D is explained below, along
with recommendations on how to use this information to estimate the
volume of foed at risk if a contaminant were added to food at a particular
point, step, or procedure.

A.

B.

C.

Process Step: Provide the name of each of the process steps
from the process flow diagram or other source.

Batch Size: Provide an estimate of the amount of product held
or processed at the process step. The batch size is usually the
volume of the process step’s operation (e.g., the volume of
food in a mixer or tank, or the amount of product in a constant
flow process). For constant flow process steps, batch size is
the amount of product you determine an attacker could
contaminate, given the time the attacker would have to add a
contaminant to a constant flow process and the flow rates of
product at that step.

Amount of Product (Ingredient) in Final Serving: Provide
the amount of the product being processed at the step under
evaluation in the final consumable serving. For process steps
that involve single ingredient products or that occur after all
ingredients are added to the product line, this is likely the
same as the serving size.

The column is used to calculate the number of finished
servings an ingredient may affect if that ingredient were

intentionally adulterated. You should consult your finished

© 2019 ITIFSH



product formulations to determine the amount of product
(ingredient) in final servings.

D. Servings per Batch: Divide the value in Column B by the value
in Column C. This number is the estimate of the volume of food
atrisk.

E. Score from Table 1: Provide the number from the “Score”
column in Table 1 (see Exercise Workbook page 10)
associated with the servings per batch from Column D in this
worksheet.

F. Notes: Provide any information that would assist review of
this VA, such as how batch size was calculated.

Example Calculation Using the Volume of Food at Risk
Approach for a Batch Processing Step

Example Calculation Using the Volume of Food
at Risk Approach for a Batch Processing Step

Worksheet 1-D: Calculating Volume of Food at Risk
A B C D
ProcessStep | Batch Size Amount of Servings per
product
(ingredient) i

Ingredient 50,000 . 800,000 10 16 cup a||~
* This 50,000 gallon primary ingredient liquid.storage tank
would generate 800,000 0ne cup servings

* 50,000gallons (16 cups per 1 gallon)="800,000.cups

* 800,00 cups + 1 cup serving= 800,000 servings

* The facility would consider all 800;000servings as being
atrisk FSPCA
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An example of the calculation for volume of food at risk is provided for an
ingredient storage tank.'Column A of the chart identifies the process step
by name and column B lists the batch size at this step, which is 50,000
gallons. Column C lists the amount of ingredient (from this step) in the
final product as 1 cup. You will need to convert gallon units to cups to
arrive at the number for Column D, Servings per Batch. There are 16 cups
in a gallon, transforming batch size (Column B) to 800,000 cups. Column
D would resultin 800,000/1, which equals 800,000 servings at risk at this
step.

Using Table 1 this would result in a score of 10 for public health impact
since there are greater than 10,000 servings at risk. Since 800,000
servings are at risk, there is a very high potential public health impact if a
contamination were to happen at this step. In the upcoming example
exercise, you will have the opportunity to fill out the information in this

© 2012 IITIFSH

Element 1

0—= Key Point:

For example, a facility
estimating the potential public
health impact of the
intentional adulteration of its
primary ingredient storage
tank would consider the
volume of food in the tank
and the servings generated
from this volume.
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0—= Key Point:

If you have a continuous
flow process, you would
have to evaluate how much
product you think is at risk
at a certain point in time
that an attacker might be
able to introduce an
adulterant. For this
example, it was assumed
that someone could be at
the process step for no
more than 3 minutes, which
helped inform how many
pounds of food product
were at risk.

chart using an example process step, perform the calculations and arrive
ata score.

Example Calculation Using the Volume of Food at Risk
Approach for a Continuous Flow Process Step

Example Calculation Using the Volume of Food
at Risk Approach for a Continuous Flow Process Step

Worksheet 1-D: Calculating Volume of Food at Risk
A B C D 3
Process Step | Batch Size Amount of Servings per Score
product from
(ingredient) in Table 1

final serving
< ‘ 16 oz/Ib

Generic 900 Ibs y
Process
Step Y \
* The facility determines that a person would have no more than 3 minutes
at the access point to introduce a contaminant

* The flow rate of food is 300 Ibs per min for 3 min = 900 Ibs of product is at
risk

* This 900 Ibs continuous flow "batch" weuld'generate 3,600 4 oz Servings

* 900Ibs. (16 0z/1 Ib)= 14,4000z + 40ziper serving= 3,600 servings

* The facility would con¢lude that:3,600 servings are at risk at this step

FSPCA
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Another example ofithis calculation is provided for a generic process step
where the'product is continuously flowing. Since this is not a step where
the product is'held in batch format, the flow rate of the food and the
estimated time that someone would/could stand at that step must be
factored in to estimate the batch size at this step. In this example, it is
estimated that the food is passing by this step at a rate of 300
pounds/minute, and someone could stand at the access point to this
process step for no more than 3 minutes. Therefore, the batch size at this
step is 900 pounds (Column B). Column C lists the amount of ingredient
(from this step) in the final product is also 4 ounces. You will need to
convert pound units to ounces to arrive at the number for Column D,
Servings per Batch. There are 16 ounces in a pound, transforming batch
size (Column B) to 14,400 ounces. Column D would result in 14,400/4,
which equals 3,600 servings at risk at this step.

Using Table 1 this would result in a score of 8 for public health impact
since the servings at risk are between 1,001 and 10,000. You would be
expected to fill out the information in this chart, perform the calculations
and arrive at a score.

© 2019 ITIFSH



Lesson 5 Exercise: Element 1: Calculating Public Health
Impact Using the Volume of Food at Risk Approach

Lesson 5 Exercise: Element 1: Calculating Potential Public
Health Impact Using the Volume of Food at Risk Approach

* Total time: 15 minutes
* Complete the worksheet: 5 minutes
* Report out conclusions: 5 minutes
* Facilitated review/discussion: 5 minutes

* Instructions:

= Calculate potential public health impact using the Element 1:
Calculating Potential Public Health Impact Exercise Worksheet 1-D and
other resources (see your Exercise Workbook, pages 8-12 for details)

= Use ONLY the volume of food at risk method

= Remember to use: Table 1. Potential Public Health Impact to assign a
score (see Exercise Workbook, page 10)

= Pay attention to units: Use conversion information located at the top
of the worksheet, page 11

FSPCA
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The Element 1: Calculating Potential Public Health/Impact, Exercise
instructions and a list of resources you will need, along with the Element
1 Exercise Worksheet 1-D are in the Exercise Workbook (see pages 8-12).
The instructor will review the instructions and then you can complete the
worksheet. Once everyone has completed the“worksheet, the Instructor
will facilitate a report out of conclusions and short review/discussion.

© 2012 IITIFSH
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0—= Key Point:

LD50 is the amount of
contaminant sufficient to kill

50% of an exposed population.

Using the LD50 value is an
accepted scientific method
and is one way to measure the
acute poisoning potential
(acute toxicity) of a
contaminant.

5-10

Representative Contaminant Approach

2. Representative Contaminant Approach

/ Evaluate Element 1 Using: \

1. Volume of Food at Risk
OR
2. Representative Contamiigant
OR
3. Contaminant-Spedific Analysis

- J

The second approach te evaluate potential public health impact we
will be covering is the representative contaminant approach.

Representative Contaminant Approach (continued)

Representative Contaminant Approach

e Starts with estimating public health impact by
calculating servings at risk, and then

= Factors in a lethal dose (LD50) of a representative
contaminant

= LD50 is derived from a compilation of potential
contaminantsthat are highly lethal and able to survive the
production process

= Does not reflect an actual contaminant, but a
combination of characteristics from actual contaminants

= FDA's representative contaminant dose = 40 mg per
serving

PSP
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The representative contaminant method goes one step further than
the volume of food at risk method. It calculates the servings at risk and
then multiplies that by the lethal dose derived from a compilation of
potential contaminants. This approach uses an unnamed representative
contaminant that has been derived from an amalgam of characteristics
from a wide data set of actual contaminants. FDA has provided a value

For FSPCA VA Lead Instructor Use Only © 2019 IIT IFSH



Lesson 5

of dose per serving that a person would have to consume in order for
50% of the consuming population to die as a result. This is known as
a Lethal Dose 50, or LD50. Using the LD50 is one way to measure the
acute poisoning potential (acute toxicity) of a contaminant. LD50 data
is a reliable toxicity indicator because it accounts for variations such
as size of the exposed subjects within a general population.

Representative Contaminant Approach (continued)

Representative Contaminant Approach
(continued)

* Has a higher degree of specificity compared to the
volume of food at risk method because it
incorporates data from actual contaminants

* Can inform evaluation of Element 3, i.e., the ability of
an attacker to successfully contaminate the product
at this step, since this calculates the amount of
contaminant needed

NPCA
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The representative contaminant method'provides a higher degree of
specificity compared to the volume of foed at risk method because it
incorporates data from actual.contaminants and takes into account
how the contaminant may! affect, the consumer. Additionally, the
representative contaminant methoed provides data that can be used in
your evaluation of Element 3, the ability to successfully contaminate
the product. The representative contaminant method provides you
with an amountof/contaminant (volume of agent) needed to
successfully adulterate the product at the step under evaluation.

© 2012 IITIFSH



Element 1

Worksheet 1-E

[ Resources: Worksheet 1-E

Blank Worksheet 1-E can be
found in Appendix 3, page A3-
11, and in the Exercise
Workbook, page 12.

Worksheet 1-E: Calculating Potential Public Health Impact
Using a Representative Contaminant

Element 1 Calculations using Representative Contaminant Element 3 Calculations

Amount of res, Amount of

Process Step B:i‘:"
in Final
Serving

eneric
Process 50% 40 mg, ing
kStep 4

FSPCA
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You can use Worksheet 1-E to.organize your potential public health
impact estimate using a representative contaminant. Regardless of
whether you use Worksheet 1-E, we recommend that you include
such information in your VA documentation if you use this method to
estimate potential,public health impact.

The information included in Worksheet 1-E is explained below, along
with recommendations on how to use this information to calculate
potential public health impact using a representative contaminant if a
contaminant were added to food at a particular point, step, or
procedure. For Columns A through D, please see descriptions
provided on page 5-6 and 5-7.

E. Mortality Rate of Representative Contaminant: An LD50
value is used to calculate the dose needed per serving (See
Column I); therefore, the mortality rate value is 50%. The
representative contaminant approach relies on this value to
estimate potential public health impact.

F. Number of Potential Deaths: Multiply the value of Column D
by the value of Column E (D x E).

G. Score from Table 1: Provide the number from the “Score”
column in Table 1. Determine into which “Description” from
Table 1 the number of potential deaths from Column F in this
worksheet fits and then find the corresponding “Score” in
Table 1.

H. Notes: Provide any information that would assist during
review of this VA.
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I. Representative Contaminant Dose Needed per Serving: A
value of 40 milligrams per serving is used. FDA derived this
dose value, in consultation with interagency governmental
partners, from the LD50 data of a compilation of potential
contaminants that are applicable to food. LD50 is typically
expressed in dose per kg body weight. This was converted into
a dose per serving value based on a typical adult body weight
of 85 kg.

J. Amount of Representative Contaminant Needed per Batch:
Multiply the value in Column D by the value in Column I (D x I).
This will provide the total amount of contaminant the attacker
needs to intentionally adulterate the food at this process step
to achieve wide scale public health harm. This estimate informs
the amount of the contaminant the attacker needs to carry out
the attack, which is a component of Element 3.

Example Calculation of the Public Health Impact Using
the Representative Contaminant Approach

Example Calculation of the Potential Public Health Impact
Using the Representative Contaminant Appreach

Worksheet 1-E: Calculating Potential Public Health Impact
Using a Representative Contaminant

Element 1 Calculations using Representative Contaminant Element 3 Calculations

(FDA provided

Ll value =50%)

Serving
v

D
eneric
PN 300lbs 1oz 4,800 5\‘ ’ 8 L 192,002(2):230r

step

FSPCA
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An example of -calculating public health impact using the
representative contaminant method is provided. This chart is similar
to the volume of food at risk chart, but contains columns E, F, [, and ]
which were not present in the volume of food at risk calculation chart.
You would be expected to fill out the information in this chart,
however FDA will be providing the information for columns E and L.
You would then perform the calculations and arrive at a score. You
will still need batch size, serving size and amount of servings per
batch. The FDA-provided LD50 is a static number for Column E
(Mortality Rate of Contaminant). The number of illnesses/deaths is
calculated in Column F by multiplying your number of servings times

© 2012 IITIFSH
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50%. In this example, there were 4800 exposures multiplied by 50%
brings it to 2,400 illnesses/deaths to be recorded in Column F. Using
Table 1, 2,400 illnesses result in a public health impact score of 8 in
Column G.

Additionally, this chart has Columns [ and J. These columns calculate
the amount of contaminant that would be required to add to the batch
to achieve the number of illnesses/deaths in Column F. The number
recorded in Column ] is not used to score Element 1: Public health
impact but is calculated in this chart to be considered when scoring
Element 3: Ability of an attacker to successfully contaminate the
product. This will be discussed in more detail in Lesson 6, but this
number helps to provide an idea of how much contaminant must be
brought into the facility and added at this step. This can be helpful in
understanding the ability of an attacker to successfully contaminate
the product.

The amount of contaminant may be'so large that it is not feasible for
someone to successfully carry out the contamination. For example, if
100 pounds of contaminant were required to be added at a step, that
feasibility will assist with determining the score for the ability to
successfully contaminate the product. Conversely, if only 1 gram of
contaminant were needéd, this would be easier for an attacker to
conceal and contaminate without being caught in the act.

Lesson 5.Exercise: Element 1: Calculating Public Health
Impact/Using the Representative Contaminant
Approach

Lesson 5 Exercise: Element 1: Calculating Potential Public Health
Impact Using the Representative Contaminant Approach

* Total time: 20 minutes
* Complete worksheet: 10 minutes
* Report out conclusions: 5 minutes
* Facilitated review/discussion: 5 minutes

* Instructions:

= (Calculate potential public health impact using the Element 1:
Calculating Potential Public Health Impact Exercise Worksheet 1-E and
other resources (see your Exercise Workbook, pages 8-12 for details)

= Use Worksheet 1-E and the representative contaminant method

* Rememberto use: Table 1. Potential Public Health Impact to assign
a score (see Exercise Workbook, page 10)

= Pay attention to units: Use conversion information located at the top

of the worksheet, page 12
FSPCA
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The Element 1: Calculating Potential Public Health Impact Exercise
instructions and a list of resources you will need, along with the
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Element 1 Exercise Worksheet 1-E are in the Exercise Workbook (see
pages 8-12). The instructor will review the instructions and then you
can complete the worksheet. Once everyone has completed the
worksheet, the Instructor will facilitate a report out of conclusions
and short review/discussion.

Contaminant-Specific Approach

3. Contaminant-Specific Approach

/ Evaluate Element 1 Using: \

1. Volume of Food at Risk
OR
2. Representative Contaminant
OR
3. Contaminant-Specific Analysis

- %

The third approach to evaluate potential public health impact we will
be briefly covering is the contaminant-specific approach.

Contaminant-Specific Approach(continued)

Contaminant-Specific Approach

* Calculation is'péerformed the same as the
representative contaminant method, but
= data from actual contaminants would be used

* Allows for the highest degree of specificity, but

= the list of contaminants goes far beyond common food
safety hazards

* Qualified individual conducting the VA is responsible
for conducting research into specific contaminants to
complete this approach

FSP€A
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0—= Key Point:

FDA’s experience has been
that the contaminant-specific
ahalyses, conducted with
adequate scientific rigor, are
some of the most complex and
resource-intensive
components of vulnerability
assessments. Moreover, in
many cases, the limited
information in the public
domain to support
contaminant-specific analyses
may make this level of analysis
particularly challenging.
Additionally, individual
facilities may find it challenging
to remain up-to-date on the
threat landscape regarding
certain contaminants, which
may change quite rapidly. For
these reasons, we encourage
you to carefully weigh the
benefits and drawbacks before
undertaking contaminant-
specific analyses and
recommend you first explore
the ‘contaminant agnostic’
methods previously outlined
(i.e., the Key Activity Types,
Volume of Food at Risk, and
Representative Contaminant)
that do not rely on an in-depth
knowledge of a wide array of
potential contaminants.
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0—= Key Point:

Facilities should refer to
guidance on types of
contaminants to be considered,
specifically guidance related to
radiological and physical
contaminants. The agents
considered should be
representative of all possible
agents.

For column E, provide the
mortality rate for the specific
contaminant. If an LD50 value is
used to calculate the dose per
serving, 50% should be placed
in this Mortality Rate column.
The mortality rate should be
from the same source (e.g.,
scientific literature) used for
the contaminant dose needed
per serving calculation. For
column H, provide an estimated
contaminant dose per serving
derived from oral toxic dose
information found in scientific
literature.

Element 1

The contaminant-specific method is foundationally the same as the
representative contaminant method, except for this approach FDA
will not be providing the numbers for Column E - Mortality rate of
contaminant, or Column I - Contaminant dose required per serving.
To use this method, you would perform appropriate research and use
data from actual contaminants that could be used to adulterate the
product and use those numbers for Columns E and I. This method
provides you with a higher degree of specificity as the other methods
introduced, but requires extensive research, preparation, knowledge,
and scientific information to successfully evaluate a wide variety of
potentially relevant contaminants. This would be the responsibility of
the qualified individual conducting the VA to ensure that appropriate
research is performed and applied to use thisymethod successfully.
Your analysis should include contaminants=that, survive the food
production process, are undetectable via'simple observation, and are
similar in lethality to the representative contaminant.

What Contaminants Should.be Considered?

What Contamiinants.Should be Considered?

* Biological, chemital, radiological, or physical contaminants that if ingested
could cause wide scale public health harm

* Numerous potential contaminants that could be used in an attack on food
= EDAwill NOT be providinga list

*  Warksheet 1-E below could be used for every contaminant evaluated

= You would be responsible for providing the values for columns E and |

Element 3 Calculations

Element 1 Calculations

Amount of N
Product | Servings | Mortality Rate of r::
perBatch | Contaminant

FSP(’:AD
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If you choose to use the contaminant specific method you would be
required to determine the appropriate values for the specific
contaminant that you are evaluating, and there are numerous
biological, chemical, radiological and physical contaminants that
should be evaluated. FDA will NOT be providing a list of contaminants
to evaluate; therefore, it will be up to facilities to decide which to use.
Worksheet 1-E could be used for each point, step, or procedure under
evaluation, also evaluating all applicable contaminants that may be
used to adulterate your product.

© 2019 ITIFSH
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Choosing an Approach Method for Calculating Potential
Public Health Impact

Choosing an Approach Method for Calculating
Potential Public Health Impact

Volume of food < Simple calculations * May overestimate
at risk based on information number of deaths
readily available

Representative ¢ More accurately * No ability to identify
Contaminant estimates number of process considerations to
deaths neutralize specific
contaminants
Contaminant- * Highest degree of * Requires extensive
Specific specificity for knowledge of a wide
estimating number of variety of contaminants
deaths and difficult to stay up to
date on evolving threat
landscape
FSPEZA
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In summary, calculating public health impact scores for each point,
step, or procedure can be performed in a few different ways. There
are pros and cons to each of the methods described in this lesson.

The volume of food at risk method provides very simple calculations
based on information that is readily available at your facility.
However, this method does not take.into account the nature of the
contaminant or how it will affect consumers, so it may overestimate
the number of illnesses or deaths.

The representative contaminant, method also involves simple
calculations and takes into,account the nature of a representative
contaminant, which was . derived from data from various sources and
reflects an amalgam of characteristics from actual contaminants.
Because of this, theepresentative contaminant method will more
accurately representithe number of illnesses or deaths and also
provides a calculated amount of contaminant needed which is helpful
when evaluating Element 3. The representative contaminant method
does not enable the consideration of the unique characteristics of
specific agents, which means that you are not able to consider how
specific contaminants may or may not be affected by the process.
However, since the representative contaminant is derived from a
compendium of potential contaminants, the representative
contaminant approach generates more precise results than simply
using the volume of food at risk, while not requiring the research and
expertise needed to consider specific contaminants.

The contaminant specific method has the highest degree of specificity
because it allows for each contaminant to be evaluated individually

© 2012 IITIFSH
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Element 1

and can take into consideration all the survival and denaturation
considerations of the contaminant and how the production process
can factor into those determinations, but this is the most labor-
intensive method. It requires extensive knowledge of agent
characteristics and behaviors and FDA will not be providing this
information. Additionally, in order to evaluate the impact of different
types of potential contaminants, multiple calculations would be
required for each process step under evaluation. You would be
required to defend your estimates with the data and information used
to make your determinations. Additionally, agent information and
threat landscapes can change over time and you would need to stay
current on these issues and perform additional calculations if new and
emerging threats are brought to light.

Additional Considerations for Public Health Impact

Additional Considerations for
Public Health"fmpact

* You have the flexibility to.consider additional factors
in your evaluation if you have enough information to
do so and you incorporate them into the analysis
appropriately

= End use of the food
= Consumer packaging

* Xoucan use your own worksheets or adapt the
examples shown to incorporate these items

=) Your written rationales should detail how these
additional considerations factored into your score

FSP€A
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After performing the public health impact calculations using the
methods described, you also have the flexibility to incorporate
additional factors that may be relevant and have an effect on your
potential public health impact score. For example, if you are
processing breakfast cereal and you estimate 10,000 servings are at
risk using the volume of food at risk method, you may be able to
reduce that number based on distribution units and customers per
unit. If your cereal contains 12 servings per box and those are
typically consumed in a single household with an average family size
of 3.5 you can divide 10,000 by 12 to get the 833 boxes at risk, and
then multiply that by 3.5 people consuming those boxes, you can
arrive at an estimate of 2917 for numbers of illnesses/deaths (these
numbers are provided for example purposes only and do not
represent actual servings of cereal or typical household number).
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If you have done enough research on subjects such as food velocity,
market turnover, servings per distribution unit, etc., you may be able
to arrive at a public health impact estimate that is more accurate than
the volume of food at risk method or the representative contaminant
method. For any additional factors you use to evaluate public health
impact, you would need to explain how the additional factors were
evaluated, what real world data was used to support your evaluation,
and how they were used to determine your public health impact score.
The written rationale would need to be sufficient to explain your
conclusions.

Lesson 5: Questions

Lesson 5: Questions

Thank you for your attention

Questions?

FSPEA
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If you have any questions regarding the concepts we just went over,
feel free to ask them.

Notes:

© 2012 IITIFSH
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LESSON 6. Element 2 and
Element 3

Lesson 6: Elements 2 and 3

EVALUATING DEGREE OF PHYSICAL ACCESS
TO THE PRODUCT AND

EVALUATING THE ABILITY TO SUCCESSFULLY
CONTAMINATE THE PRODUCT

FSP@A
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Continuing with the three fundamental elements, this‘lesson will describe
how to evaluate and score Element 2: The degree of physical access to the
product, and Element 3, which considers the concept of once the attacker
gets to the product, how easy or difficultyit is.for them to successfully
contaminate the product.

Goal: For each point, step, or procedure, participants will be able to
evaluate the degree of physical access to the product and the ability to
successfully contaminate the product:

Learning objectives:
By the end of this lesson, participants will be able to:
1. Evaluate the degree of physical access to the food product.
2. Score degree of physical access to the product.
3. Evaluate the ability of an attacker to successfully contaminate the
product.
4. Score the ability of a successful contamination.

© 20192 IITIFSH

0—= Key Point:

Remember, the three
elements are:

1. Element 1: Potential
Public Health Impact,

2."mElement 2: Degree of
Physical Access to the
Product, and

3. Element 3: The Ability of
an Attacker to
Successfully Contaminate
the Product.
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Lesson 6: Elements 2 and 3 — Evaluating Degree of Physical
Access and Ability to Successfully Contaminate the Product

Lesson 6: Elements 2 and 3 — Evaluating Degree of Physical
Access and Ability to Successfully Contaminate the Product

6 6 rVu-Inérabilitvc-‘:Ssessme"t \ @ \

Inherent @ [HEETD == Identifying Actionable
Process Steps
and Explanations

Overview Inside Attacker

Characteristics

Measures 3 Elements

@ Element 1 — Evaluating Potential Public
@ Health Impact

Vulnerability Element 2 - Evaluating Degree of
Physical Access to the Product

e AND

Element 3 - Evaluating the Ability to
Successfully Contaminate the Product

Assessment
Preliminary
Steps

N

‘ | Element 2 — Evaluating Degree of
Physical Access to the Product

AND

Element 3 — Evaluating the Ability
to Successfully Contaminate
the Product

N

First, we'll focus on Element 2 - Evaluating degree of physical access to
the product.

6-2 © 2019 IIT IFSH



Considering the Degree of Physical Access to the Product

Considering the Degree of Physical Access
to the Product

* Focuses on the physical accessibility of the food at
the process step under evaluation

= Can an insider attacker get to the food?

= Are there inherent characteristics that would
impact access to the product?

FSPEA
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Evaluating the degree of physical access to the product meansto determine
if an attacker can get to the product at the point, step, or procedure under
evaluation. Meaning, could an attacker actually touch.the product at that
step?

Are there inherent characteristics that would impact aceess to the product,
such as physical barriers or space limitations'that would prevent access?
Is the product in an open vat, or is it covered, enclosed, or in sealed
packages? Is the food being handled or moved in an inaccessible manner
like in enclosed piping or in an elevatéd tank with no means of access, or is
it a waist-high conveyer belt with'multiple‘points that an attacker could
access the food?

For this evaluation, you must assume the attacker could be an insider who
already has access to thefacility and/or this step.

© 2019 IIT IFSH

Element 2 and Element 3
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Physical Barriers

. . » 4
0= Key Point: Physical Barriers

When evaluating the degree

of physical access, facilities * Can an attacker get to the
should consider inherent food?

characteristics, which are = Physical barriers can reduce
described as those or eliminate access to the
conditions, activities, food at the point, step, or
practices, or characteristics procedure under evaluation
that are integral to the - Some examples include

operation of a process point,
step or procedure. In other
words, they are present as
crucial to the operation of
the process step.

shields, pressurized or
enclosed systems, inward
opening hatches, equipment safety features
(e.g., safety guards)

FSPCA
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When evaluating physical barriers that reduce or eliminate access to the
food at the step under‘evaluation, remember to determine whether those
barriers are inherent characteristics or not. Some examples of physical
barriers that reduceaccess to the product and should be factored into your
degree of physical access evaluation because they are inherent include
permanently attached shields, inward opening hatches that will not open
due to the pressure of the product inside, or fully enclosed systems.

Other examples of inherent characteristics of the equipment and the
surrounding environment that would prevent access include safety
features'that are part of the design of equipment, such as safety barriers
that cover blades, heating elements, or other hazardous situations that
would cause injury if accessed. Another inherent characteristic to consider
would be whether tools are needed to gain access and whether the use of
these tools would be obvious and noticed.

6-4 © 2019 IITIFSH



Scoring Degree of Physical Access to the Product

Scoring Degree of Physical Access to the Product

* Evaluate using a scoring table (Table 2)
* Written rationale for scores are recommended

Table 2. Degree of Physical Access to the Product
Description Score
Easily Accessible. 10
* Inside attacker has access to the product (e.g., attacker can physically touch the product).
* There are no inherent characteristics that would make access to the product difficult (e.g.,
enclosed systems, pressurized equipment, railings, equipment safety features, or shields).
e Product is open and unsecured by packaging, equipment, or other physical access barriers.
e Product is handled, staged, or moved in an easily accessible manner.

Accessible. 8
* There are limited inherent characteristics that would make access to the product difficult (e.g.,
enclosed systems, pressurized equipment, railings, equipment safety features, or shields).
*  Product is in equipment that can be accessed without tools or specialized supplies.
*  Access to the food is not difficult (e.g., there are minimal physical space constraints that limit
access to food) but may require opening equipment, access points, or non-tamper-evident
packaging.

Partially Accessible. 5
G, T S S, _ T, _wedes _ - | s,

Since this element does not have mathematical calculations asseciated
with determining a score, it relies more on your judgement and evaluation
than scoring for Element 1 did. Table 2 provides Some examples of
characteristics that you may consider when scoring the degree of physical
access. For example, Table 2 suggests a score of«l_if the food is not
accessible at the process step under evaluation«This means an attacker has
no access to the product at this step or inherent characteristics are present
that make accessing the food impossible at, this step. A score of 3 is
considered “hardly accessible” because there,are inherent characteristics
that make access to the product at this step very difficult, such as requiring
tools for access, enclosed systeims .or,shields are present, or the area
surrounding this step has physical space constraints limiting human
access. A score of 5 is considered)“partially accessible” meaning there is
access, but it would bessomewhat difficult for an attacker to reach the
product at this step. A'score of 8 means that the product is accessible at
this step because there areno inherent characteristics limiting access and
no obvious circumstances that would make access at this step difficult. A
score of 10 means that the food is “easily accessible” at this step because it
is in an open environment with no physical barriers or other inherent
characteristics limiting access. Written rationales for why you chose the
score are recommended to explain thought processes. Those rationales can
be based on the description of the score in the Table 2. or supplemented
with other information that you factored in to the score for degree of
physical access. Your vulnerability assessment must include a written
explanation as to why each point, step, or procedure overall was or was not
identified as an actionable process step, so individual rationales can be
useful in writing that explanation.

© 2019 IIT IFSH

Element 2 and Element 3

0—= Key Point:

Table 2. Degree of Physical
Access to the Product provides
some example considerations
when determining the scores
but does NOT represent all the
factors that you may
encounter when evaluating
physical access. Your written
rationales should detail why
you chose the score for the
process step under evaluation
and can be based on the
descriptions of the score in
this table.

Resources:

Table 2. Degree of Physical
Access to the Product is
available in Appendix 3 (page
A3-5) and in the Exercise
Workbook (page 17).
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0—= Key Point:

When we say, “successful
contamination,” we are
assuming that the attacker has
successfully accessed the food
product.

6-6

Element 3: Evaluating the Ability to Successfully
Contaminate the Product

Element 3: Ability to Successfully
Contaminate the Products

4 3\

Element 2 — Evaluating Degree of
Physical Access to the Product

AND

Element 3 — Evaluating the Ability
to Successfully Contaminate
the Product

N

Now, we'll focus on
contaminate the p '

v
n

- Evaluating the ability to successfully

What Is Successful Contamination?

\ at Is Successful Contamination?

Vare using the word "success" from an attacker's

perspective

* A successful contamination means that the attacker
is able to introduce a contaminant into the food in
such a way that it will reach the consumer and cause
wide scale public health harm

FSPCA
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It may seem awkward to talk about success in the context of a
contamination, but Element 3, the ability of an attacker to successfully
contaminate the product, is approaching “success” from the perspective of
the attacker. From this perspective, success would mean that they
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introduced a contaminant into the food that could reasonably be expected
to cause wide scale public health harm.

Evaluate the Ability to Successfully Contaminate

Evaluate the Ability to Successfully Contaminate

* Once an attacker gets to the process step, can they
successfully contaminate the product?

Important Considerations

Time and Suspicious Uniform Quantity of
visibility activity mixing contaminant

-]
FSPCA
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The evaluation of Element 3 takes into consideration factors that would
contribute to or deter from a successful contaminatien and answers the
key question: once an attacker gets to the product, can they adulterate it?
A few overarching concepts come into play duringthis evaluation:

1. Would the attacker have enough time*to contaminate the food
without being observed?

2. Would the attacker have to engageiin suspicious activity that would
be noticeable to others?

3. Will the product be mixed in a way that will result in the
contaminant being) homogenously distributed throughout the
food?

4. Can asufficient amount of contaminant be added at this step based
on volume of food and the nature of access?

© 2019 IIT IFSH
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Questions to Consider

Questions to Consider

* Time and Visibility
* How easy is it for the attacker to
introduce a contaminant?
= Are there inherent characteristics
to consider?
o Are multiple people required at this
step that could be visual observers?
o Is the step permanently located in a highly
visible area or an isolated part of the facility?

* Suspicious Activity

® Would the attacker be forced to
conduct suspicious or highly irregular
activities?

= Alarms/automatic shutdown that activate
when equipment is accessed?

10 ®2019 FSPCA | FSPCA_PPT_0015 | lssugDate: Apredp2019; Superced

Time and visibility play afrole'in.the evaluation of the ability of an attacker
to successfully contaminate the food. The slide includes some helpful
questions for you ‘to «consider when performing the evaluation. For
example, how easyis itifor the attacker to introduce a contaminant? Are
multiple peoplesrequired at this step that could be visual observers,
making this.an inherent characteristic to consider? For instance, is it a line
where there are multiple people working side by side sorting products,
which®would limit the ability of someone to introduce a contaminant
without being observed? Or, is the step located in a highly visible area
based on facility design, so observation is high? Conversely, is the step
located in an isolated part of the facility or obscured by equipment or
materials, providing an attacker with time and privacy to contaminate the
food without being caught in the act?

You should consider whether an attacker has to do something very
suspicious or highly irregular in order to introduce a contaminant. For
example, if an attacker had to drag a ladder through the facility to reach the
top of an elevated ingredient tank to introduce a contaminant, that would
most likely be observed and stopped. Additionally, consider if equipment
alarms or automatic shutdowns would be triggered if equipment was
accessed, thereby limiting the likelihood of a successful attack.
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Questions to Consider (continued)

Questions to Consider (continued)

* Mixing
= Will the contaminant be

thoroughly mixed at this process
step or a subsequent step?

* Quantity of Contaminant
= Can a sufficientamount of
contaminant be added at this
step based on volume of food?
= Will downstream dilution or
concentration affect the
contaminant?

FSPEA
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Mixing is another factor that should be considered when evaluating
Element 3. Processing steps that include mixing would evenly distribute
the contaminant into the food, making the food at these steps more
susceptible to a successful contamination, and impactingsa maximum
number of servings. Steps such as secondary ingredient addition or mixing
in which a contaminant could be evenly distributed throughout the
product are very common in food production and should be closely
evaluated.

Another factor that should be taken into consideration is line speed. For
example, you may have product meving through a continuous process, and
there may be access to that product (as determined in your Element 2
evaluation), but what is the ability to,actually contaminate a large amount
of servings if it is movingy,on a conveyor at a high speed and not
subsequently mixed? Keep in mind the attacker will need to be able to
introduce a quantity of ‘econtaminant within enough servings that would
result in wide scale public health harm. Thinking back to the calculations
performed using the representative contaminant method for Element 1,
how much contaminant is needed to contaminate the product at this step
and achieve the attackers’ goal? Can an attacker realistically get that much
contaminant into the food at this point without being detected? Finally,
there may be instances where downstream dilution or concentration may
affect the ability of an attacker to successfully contaminate the product. For
example, food paste at a holding step may be followed by a process step
where the volume of liquid is reduced. The subsequent process step that
removes liquid may increase the concentration of a contaminant and
thereby decrease the amount of contaminant needed to cause wide scale
public health harm. By decreasing the amount of contaminant needed, the
downstream process step may increase the score you assign to Element 3
at earlier steps. Conversely, a downstream process step that increases the

© 2019 IIT IFSH

Element 2 and Element 3

0—= Key Point:

Reminder: The quantity of
contaminant needed for a
successful contamination is
determined when calculating
Element 1, if you used the
representative contaminant
method.
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amount of contaminant needed (e.g., if a significant amount of liquid was
added), may decrease the score you assign to Element 3 at earlier steps
because the amount of contaminant is more difficult to introduce in these
earlier steps.

Worksheet 1-E

Worksheet 1-E: Calculating Potential Public Health
Impact Using a Representative Contaminant

Element 1 Calculations using Representative Contaminant Element 3 Calculations

{FDA provided
value =50%)

eneric 4
Process 3001Ibs . 50% 2,400
tep Y o

FSPCA
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This is worksheet 1-E that was introduced in the previous lesson. You'll
notice the table is divided into Elements 1 and 3 calculations. As a
reminder,"FDA"is providing the dose of the representative contaminant
needed per serving (column I). This helps you calculate how much total
contaminant is needed in order to adulterate the product batch being
evaluated. In this example, we have 300 lbs of product as a batch size,
which, based on the calculations performed during the Element 1 analysis,
would only require 0.42 lbs (192,000 mg) of contaminant in order to
achieve wide scale public health harm. Considering that this is an
accessible process step, and the actions of the attacker wouldn’'t be
suspicious, this would be an easy amount of contaminant to introduce into
the product.
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Element 2 and Element 3

Scoring the Ability of an Attacker to Successfully
Contaminate the Product

Scoring the Ability of an Attacker to Successfully (1 Resources:

Contaminate the Product Table 3. The Ability of an

. . Attacker to Successfully
* Evaluate using a scoring table (See screenshot of Contaminate the Product is

Table 3 below) available in Appendix 3

¢ Written rationale for scores are recommended (pages A3-7 to A3-8) and in

Table 3. The Ability of an Attacker to Successfully Contaminate the Product th € Exe rcise WO rkbOOk
Descrption Score (pages 18-20).
Highest Ease of Successful Contamination. 10
* The process step is in an isolated area, or obscured from view, enabling an inside attacker
to work unobserved with little or no time limitations.
* Itis easy to successfully add sufficient volume of contaminant to the food.
* Inherent characteristics of the point, step, or procedure (e.g., uniform mixing) would
evenly distribute the contaminant into the food.
& Itis highly unlikely the inside attacker would be detected adding a contaminant to the
food; an attacker would need to act with little to no stealth to introduce the contaminant.
* There are no, or few, workers in the area, and it is highly unlikely that they would notice a
contamination attempt by an inside attacker.
* There is a low likelihood of the contaminant being removed (e.g., by washing, screening,
vibration), diluted, or neutralized at this or later points, steps, or procedures in the
process.

@

Moderately High Ease of Successful Contamination. B . 8
The pe™ ~is selde™ “ed, eps?™ nside 2" work s 4 withet 4

Similar to Elements 1 and 2, you can use Table 3 (see Exercise Workbook,
pages 18-20) to assist you with determining your Elemeént3'score. Element
3 is another area where there is some subjectivity in the evaluation. It is
impossible for FDA to foresee every scenario that you'may come across, so
flexibility is allowed. Written rationales assist“with explaining how you
arrived at your Element 3 score and provide details that will help you at
the end of your VA to determine if a step would be.considered an actionable
process step.

Table 3 provides you with descriptions,ofiscores to assist with scoring the
ability of an attacker to successfully contaminate the food. A score of 1
means there is a “low ease of attack” for reasons such as a large volume of
contaminant would be needed and would be easily detected, the process
step is under constant supervision, or other inherent characteristics
reduce the ability of an attacker to be successful. A score of 3 indicates a
“moderately low ease of attack” because the process step is observed most
of the time, the attacker would have to perform overtly suspicious
activities to contaminate the product, or other characteristics hinder the
chances of success. A score of 5 indicates a “moderate ease of attack”
meaning that an attacker could potentially be successful but would need to
act with some degree of stealth to avoid detection. Another factor to
consider is if the contaminant would end up being lost, diluted, or
otherwise inactivated at later points in the process. A score of 8 indicates
a “moderately high ease of attack,” meaning there is a good likelihood that
an attack could be carried out and result in wide scale public health harm.
There could be many reasons for this moderately high ease of attack. For
example, the amount of contaminant is small and could be brought to the
step and introduced into the food without detection, or that the step is
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located in a remote area and is often unobserved for long periods of time.
Finally, a step with a score of 10 indicates the “highest level of ease of
attack”. Steps scoring a 10 would be unobserved, do not require high
volumes of contaminant, would result in even distribution of the
contaminant at this step or down the line, and/or will not result in
denaturation or inactivation of the contaminant prior to the consumption
of food. Steps scoring 10 for Element 3 indicate a very high likelihood that
once an attacker reaches the step, they could successfully contaminate the
product.

Lesson 6: Questions

Lesson 6: Questions

Thank you for your attention

Questions?

Next: Lessons 6 Exercise: Element 2: Evaluating the Degree
of Physical’/Access to the Product and Element 3:
Evaluating the Ability of an Attacker to Successfully
Contaminate the Product Worksheet

FSP€A
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If you have any questions regarding the concepts we just went over, feel
freeto ask them. Next, we will complete the Lessons 6 Exercise: Element 2:
Degree of Physical Access to the Product and Element 3: Evaluating the
Ability of an Attacker to Successfully Contaminate the Product Worksheet.
This exercise will give you examples that will help these concepts become
clearer.

© 2019 IIT IFSH
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Lessons 6 Exercise:
Element 2 and Element 3 Worksheet

+ Total time: 70 minutes
= Complete worksheet: 30 minutes
= Report out conclusions: 15 minutes
= Whole group review/discussion: 25 minutes

* Instructions:
= Using the following resources, determine the score for Elements 2 and 3 for Step 5
(Surge Tank), Step 7 (Secondary Ingredient Addition), and Step 10 (Forming):
Example Process Flow Diagram (see Exercise Workboak, page 9)
Example Process Step Descriptions (see Exercise Workbook, pages 15-16)
Table 2. Degree of Physical Access to the Product (Exercise Workbook, page 17)

Table 3. The Ability of an Attacker to Successfully Contaminate the Product (see
Exercise Workbook, pages 18-20)

o Element 2 and Element 3 Worksheet (see Exercise Workbook, page 21)

= With the score, provide your supporting rationale. Please see the example provided
for Step 2 (Bulk Liquid Receiving) as a guide

= Once you have completed scoring Elements 2 and 3 and writing your supporting
rationales, the Instructor will call upon you to report out

= After everyone has reported out their results, the Instructor will lead a whole group

review/discussion FSPCA

0O 0 o
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The information on the slide above is included in your Exercise Workbook
(see page 14). The instructor will review the resources.and instructions
and then you can complete the worksheet. Once everyonehas completed
the worksheet, the instructor will facilitate a short review /discussion.

© 2019 IIT IFSH
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LESSON 7. Analyzing Results

Lesson 7: Analyzing Results

IDENTIFYING ACTIONABLE PROCESS
STEPS

FSPE.

©2019 FSPCA | FSPCA PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date: New #000 sar e

Atthis point in the VA, all three elements will have.been‘evaluated and
scored for every process step. The next step is to compile’and analyze
those results to determine where significant, vulnerabilities are
present and which process steps are actionable process steps.

Goal: Participants will be able to analyze results from the evaluation
of the three elements and identify actionable™process steps.

Learning Objectives:
By the end of this lesson, participantswill be able to:

1. Explain the interplay.ofielements.
Compile scores.

Prioritize process stéps based on scores.
Identify actionable process steps.

Explain your decisions.

Document your vulnerability assessment.

AN N

0—= Key Point:

Remember, the three
elements are:

1. Element 1: Potential
Public Health Impact,

2. Element 2: Degree of
Physical Access to the
Product, and

3. Element 3: The Ability of
an Attacker to
Successfully Contaminate
the Product.

© 2019 IITIFSH
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0—= Key Point:

Just as we noted in Lesson 1,
the goal of the VA is to
identify those points, steps,
or procedures at highest
risk for intentional
adulteration by
distinguishing
vulnerabilities (a point, step,
or procedure that is
susceptible to intentional
adulteration [21 CFR 121.3])
from significant
vulnerabilities (“a
vulnerability that, if
exploited, could reasonably
be expected to cause wide
scale public health harm” [21
CFR 121.3]).

In food production
operations, significant
vulnerabilities, by nature,
present themselves at
particular points, steps, or
procedures in the food
process. Actionable process
steps or APSs, are those
points, steps, or procedures
where significant
vulnerabilities exist and
“where mitigation strategies
can be applied and are
essential to significantly
minimize or prevent the
significant vulnerability” (21
CFR 121.3).

Lesson 7: Identifying Actionable Process Steps

Lesson 7: Identifying Actionable Process Steps

6 6 Vulnerabilitv(l:)ssessment \

Considering e
Inherent Consideringan Identifying Actionable

Characteristics It g ey Process Steps
and Explanations

Overview
of
Food
Defense

N 3 Elements
@ Element 1 — Evaluating Potential Public
@ Health Impact Applying the Hybrid
\Approach
Vulnerability Element 2 —Evaluating Degreeof | | o e

Assessment Physical Access to the Product -
Preliminary @ AND
Steps Element 3 — Evaluating the Ability to
\ Successfully Contaminate the Produ: tt/
Appendices 1:5 /

Interplay of the Three Fundamental Elements

Interplay of the Three Fundamental Elements

e Element 1: Potential Public Health Impact

All three elements must
be considered together

¢ Element 2: Degree of Access to the Product
¢ Element 3: Ability to Contaminate the Product

It there is a significant
vulnerability, all three ¢ Some level of public health impact,
G LW FREVERTET S @ Some level of access to the product, and

CEVEIEEREEE SRR EN o Some ability to contaminate the product
step under evaluation

If one or more of the
elements is not present
(i.e., score of 1) at the
step under evaluation

e Itis NOT an APS

Significant vulnerabilities only exist where the three elements are
present to an elevated degree. A significant vulnerability would not
exist at a process step where one of the elements was scored as 1. A
score of 1 means that the element is not present, therefore, the
vulnerability could not be significant, regardless of the presence of the
other elements. Conversely, a high score for one element does not
automatically resultin identification of an actionable process step. For
example, a process step could have an estimated potential public
health impact of over 10,000 illnesses or deaths (a score of 10), but
also either be inaccessible or have a very low ability for an attacker to
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successfully contaminate the food. Such a step would not be an
actionable process step, regardless of the potential number of deaths
caused if a contaminant were added at this point, because the
vulnerability of the step could not be exploited (e.g., the process step
is completely inaccessible).

Compile Scores

Compile Scores

* For each process step, sum the scores of the three
elements to arrive at a total score per process step

O==% Key Point:
* Review the rationales written for each of the

alemiBTit Seoras In your rank ordering, be sure

to include the process steps
* Rank order all process steps by their total scores (i.e., that have lower scores,

sum of the three scores) including the steps that were
not summed (because at least

= The stepsthat were not summed due to one or more of
one element was scored a 1).

the three elements scoring a 1 would be placed at the

bottom of the rank order Doing this helps ensure that
you have appropriate
FSP@ A documentation of each point,
4 ©2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date!Neim ORI FIVETVE CONTIOAS AT

step or procedure you

evaluated and haven’t omitted
For each point, step, or procedure you willtneed to add the three a process step.

element scores together to arrive at a'total sum number for each step,
which represents the totality of vulnerability present at that process
step. Steps where one of the three,elements has been scored a 1 do
not have to be summed, but'you'should include them in your listing.
After compiling the scores)review each element’s rationale, making
sure that all three elements have been appropriately considered. Once
you have calculated ithe, sum scores for the points, steps, and
procedures where'each of the three elements scored greater than 1,
rank order all process,steps by the sum value from highest to lowest.
Process steps that were not summed due to one of the element scores
being a 1 can be placed at the bottom of the rank order.

© 2012 IITIFSH 7-3
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0—= Key Point:

In many cases, there is a group
of process steps that have
noticeably higher total scores
than the majority of other
process steps. Historically, FDA
has found a separation between
highest scoring process steps
commonly occurs at or around
the top 20-25% of scores. If you
see a noticeable separation, this
may help you differentiate
significantly vulnerable process
steps from other process steps.

If you find that there is no
noticeable separation, it is up to
each facility to make a
determination about the
actionable nature of a process
step based on the rationales
written for each element.

7-4

Prioritize Process Steps Based on Scores

Prioritize Process Steps Based on Scores
Example Rank Order Worksheet . Analyze sum of scores
Process Step Sum Total Score .

to determine where
Process Step 1 26
Process Step 5 26 there may be a
FUoGESS Stepis e noticeable separation
Process Step 4 24 p .
Process Step 11 18 Of hlgher scoring
Process Step 3 11 process steps
Process Step 6 11
Process Step 8 11
Process Step 9 9
Process Step 7 9
Process Step 10 n/a*
Process Step 12 n/a*
Process Step 13 n/a* *For these process steps, one of
Process Step 14 n/a* the.elements scored a 1,
Process Step 15 n/a* ptherefore they,are not summed. WF§PQA

When your process steps@@areranked by sum score, there is typically a
group of process steps that have higher sum scores, with other
process steps differentiated from this grouping by a noticeable
separation in sum'scores You should look closely at steps in this
highest grouping, of sum scores. These steps are most likely
significantly,vulnerable, and you would identify these process steps
as actionable process steps. Historically, FDA has found this grouping
of the‘highest scoring process steps typically includes approximately
the top 20-25% of the scores for the rank ordered process steps, but
thisy distribution is not universal—especially in facilities with a
smaller number of points, steps, or procedures. However, FDA has
found in their experience conducting vulnerability assessments that
there is often a break where a noticeable separation between the
scores can be observed.

Included here is an example rank order worksheet using generic
process step names and hypothetical sum scores that serves to
illustrate how the noticeable separation can be identified.

This process of rank ordering and identifying process steps above the
noticeable separation is one way to help delineate which process
steps are significantly vulnerable and which ones are not.

© 2019 IIT IFSH
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Using Sum Scores to Identify APSs

Using Sum Scores to Identify APSs

* VAs are facility specific:
= account for the unique characteristics of each facility and food
= asingle “threshold” for determining significant vulnerability is

not appropriate

* The combination of individual element scores that
together sum to create a single score may reflect a wide
variety of circumstances

* However, there are cases where sum scores are so high
or so low that the presence or absence of significant
vulnerabilities is apparent

FSPCA
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Regardless of whether your VA exhibits a break in scotes_ or.where
that break occurs, there are cases where sum scores.are so:high or so
low that the presence or absence of significant wvulnerabilities is
apparent. However, FDA cannot draw a single score as'a threshold for
significant vulnerabilities due to the wide diversity of processing
environments in the food industry. Vulnerability assessments using
the three fundamental elements are Specific to a facility and its
processes. The sum score may reflect'a wide variety of circumstances
based on the combination of individual element scores. As a result, it
is not appropriate to specify a universally-applied sum score at which
all greater sum scores are@lways, actionable process steps and all
lesser sum scores are never.actionable process steps.

© 2012 IITIFSH 7-5
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Using Sum Scores to Identify APSs (continued)

Using Sum Scores to Identify APSs (continued)

* It is possible to determine upper and lower limits for
vulnerability and use these to determine if a process
step is an APS

 Significant vulnerabilities:

= are present when each of the elements are highly scored,
such as when a process step sum score 226

= do not exist when each of the elements scorelow, such as
when a process step sum score €13

= May or may not be present 14-25, explainedion next slide

7 @2019 FSPCA | FSPCA_PPT_0015 | lIssug Date: Apradp2019; Supercedes Date: New 500 AT R T SRR AL

However, it is possible to determine upper and lower thresholds for
vulnerability. Significant vulnerabilities are present when each of the
elements are highly‘scored, such as when a process step sum score is
greater than or equalyto 26 (=26). Similarly, according to FDA
guidance, FDA "expects that significant vulnerabilities do not exist
when each.ef the elements score low, such as when a process step sum
score is less than or equal to 13 (<13). These upper and lower limits
can help facilitate identification of actionable process steps.

The.Band of Determination

The Band of Determination

Sum score is within 14-25, significant vulnerabilities rr
or may not be present given the nature of the
vulnerability at the process step

1

I Band of Determination I

* Naturally, significant vulnerabilities would more
commonly exist at the upper range of sum scores in
this range, but there is no specific number within this
band that indicates that a significant vulnerability is
present in all cases

FSPCA
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When a process step sum score is within 14-25, significant
vulnerabilities may or may not be present given the nature of the
vulnerability at the process step under evaluation and the
contribution of each of the three elements in each case. Within this
range of sum scores (14-25), the variability of conditions, the nature
and degree of each of the three elements, and how they contribute to
the sum scores is such that comparisons between separate facilities is
inappropriate and an individual sum score viewed in isolation does
not provide enough information as to the presence, or absence, of
significant vulnerabilities. Naturally, significant vulnerabilities would
more commonly exist at the upper end of sum scores in this range, but
there is no specific number within this grouping that indicates that a
significant vulnerability is present in all cases. Within this range, it is
imperative that facilities exercise judgement and document decision
making as it relates to whether a step is determined to be actionable
or not.

For example, a process step at one facility has a sum scoresof 18
(Element 1 = 8, Element 2 = 5, Element 3 = 5). Given the potentialfor
a large public health impact, this facility may identify this"step as.an
actionable process step because of the moderately high,presence of
Elements 2 and 3. Another process step in this facility also'has a sum
score of 18 (Element 1 = 5, Element 2 = 10, Element 3:='3). In this case,
the facility may conclude that while Element 1 is scoredia 5, the actual
calculated public health impact is at the bottom"of.the scale for the 5
score. Further, the facility considers that*while this process step is
easily accessible, there is only a moderately low ease of a successful
contamination at this step because the,inherent characteristics of the
process step would make the introductien of a sufficient volume of
contaminant difficult, there is no.mixing‘at the step, and there is a high
likelihood that an attack would ‘be detected because of the high
number of workers in ‘thejarea observing the process step.
Considering the nature ofeach element, and their combined
contribution to the/overallwulnerability of the step, the facility might
conclude that this‘process step is not significantly vulnerable and
thus, not an actionable,process step.

In a different facility, a process step has a sum score of 21 (Element 1 = 3,
Element 2 = 10, Element 3 = 8). At this step, a limited number of open
cans of aliquid food that are gathered and lined up prior to capping might
pose a highly accessible target (Element 2 = 10) and the ease of
successful contamination may be moderately high (Element 3 = 8).
However, the facility calculates that only a small public health impact
would result because of the small amount of food available for attack
(Element 1 = 3). Despite a sum score of 21, the facility determines this
step is not an actionable process step because, even if successfully
adulterated, wide scale public health harm would not result. The
facility may identify another process step with a similar sum score
elsewhere in the facility. The facility may determine that this other
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0—= Key Point:

Remember that any process
steps that scored a 1 for any of
the three elements would not
be considered an actionable
process step.

7-8

process step is an actionable process step because the food is partially
accessible (Element 2 = 5), successfully contaminating the food would be
relatively easy (Element 3 = 8), and there would be a large public
health impact at this step (Element 1 = 8).

Identify Actionable Process Steps

Identify Actionable Process Steps

* Based on the rank order of process steps and the
contribution of the three elements on the process
step's vulnerability, identify which points, steps, or
procedures are actionable process steps

* Process steps where each element score is elevated
would typically be identified asactionable process
steps

BRes
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After determining which process steps are significantly vulnerable
based on the rank order of process steps and your consideration of
the contribution of the three elements on the process step's
vulnerability, you would then identify those as actionable process
steps. Actionable process steps carry that term because once that
determination is made, further action is necessary to identify and
implement mitigation strategies and put into place mitigation
strategy management components (food defense monitoring, food
defense corrective actions, and food defense verification) in order to
make sure that the significant vulnerability present at that step is
properly protected.

© 2019 IIT IFSH
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Lesson 7 Exercise: Analyzing Results — Part 1

Lesson 7 Exercise: Analyzing Results — Part 1

* Total time: 5 minutes
¢ Instructions:

1. Use the data and decisions from your Element 1 Exercise Worksheet
and Elements 2 and 3 Exercise Worksheet to fill in the blanks on the
Analyzing Results Worksheet (see Exercise Workbook, pages 24-30):
a) Transcribethe scores fromyour Element 1 Exercise Worksheet and your

Combined Elements 2 and 3 Exercise Worksheet into columns (4), (5), and

(6) in the Analyzing Results Worksheet for the three process steps you have

in the exercise (Surge Tank, Secondary Ingredient Addition, and Forming)
b)  Sumthe scores from columns (4), (5), and (6) and enter the sum in

column (7)

2. Use the Rank Order Worksheet (see Exercise Workbook, page 31) to
place your three process steps in order with the other fifteen steps
from highest sum total to lowest.

o Remember to place process steps that were not summed due to one or more
elements scoring a 1 at the bottom of the Rank Order Worksheet. There will
be two extra rows in the worksheet after you have included your three steps.

FSPC A
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The Analyzing Results Exercise - Part 1 instructions<and‘a.,list of
resources you will need, along with the Analyzing Results Exercise
Worksheet and Rank Order Worksheet are in the Exercise Workbook
(see pages 24-31). The instructor will review the instructions and
then you will complete the worksheet.

© 2012 IITIFSH 7-9
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Explanations Requirement

Explanations Requirement

Required by the regulation (21 CFR 121.130(c))

* For each point, step, or procedure under evaluation,
you must explain why it was identified as an
actionable process step or why it was not

FSPCA
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For each point, step, or procedure under evaluation, you must explain
why it was identifiedias‘an actionable process step or why it was not.
Depending on the amount of information a facility incorporates into
its analysis for each point, step, or procedure, the complexity of the
explanation=can vary from simple to more detailed. A more complex
vulnerability assessment would, in many, but not all, instances, be
accompanied by a more detailed explanation.

Your required explanation requires the most detail for process steps
that seore within the range of 14 - 25 because such process steps may
or may not be actionable process steps, depending on the particular
circumstances.

© 2019 IIT IFSH 7-10
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Importance of Explanations

Importance of Explanations

» Additionally, explanations are beneficial by:

= |nforming the identification of mitigation strategies

= Informing monitoring, corrective action, and verification
procedures

= informing the reanalysis of the VA

FSPEA.
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When writing explanations, it may be beneficial to considerthat they
have utility beyond satisfying the written explanationrequirement by
serving as a stepping stone to completing the next,sections of your
food defense plan. The detail provided in your explanations can help
inform the identification of mitigation strategies, For example, if the
explanation for identifying the primary ingredient storage tank as an
actionable process step is that an accessible hatch with created a
significant vulnerability, this suggests,that an'appropriate mitigation
strategy is likely to address the accessibility of the hatch.

The detail provided in youf “explanations can also help inform
mitigation strategy management components (monitoring, corrective
actions, and verification) and,,importantly, the reanalysis of the
vulnerability assessment.
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Explaining Your Decisions

Explaining Your Decisions

Example Decision Explanations

Process APS or Not
Step Explanation an APS
A The public health impact is high. Open and accessible APS

ingredients are available to an inside attacker. No
inherent characteristics limit access, and ingredients are
unobserved for extended times.

B This step is significantly vulnerable because the score > APS
265

C No significant vulnerability is present since;Element 2= Not an APS
1

D Access is difficult. An attack at this,step.would Not an APS

adulterate individual packages, and net result’in wide
scale public health harm.

The IA rule requires written‘explanations as to why a step was or was
notidentified as an actionableiprocess step, but, as noted earlier, there
is flexibility on how to. dofso and the level of detail necessary. It is
recommended«that you write your explanations at the end of your
analysis because at that point you have the added benefit of seeing all
element gvaluations together, and you can then summarize your
rationales from each of the individual elements. Written explanations
can include abbreviations or footnotes when appropriate. If you rely
on'the same reason for determining that multiple processing steps are
not actionable process steps, then you could state the written
explanation once, and subsequently use a number, letter, or symbol in
its'place from then on to refer back to this explanation.

Once the explanation is written, it should generally touch on why that
significant vulnerability is present at the actionable process step or be
able to explain why the process step is not significantly vulnerable.
The explanation should provide a summary of or reference back to
your rationale for the evaluations from Elements 1, 2, and 3 in
sufficient detail to clearly communicate the determination of why the
point, step, or procedure is an actionable process step or not.
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Documenting the Vulnerability Assessment

0—= Key Point:

Documenting the Vulnerability Assessment Reminder: Worksheets are

examples only. As long as all
the minimum requirements
are documented, your facility
has the flexibility to

| s | prosster | Eematn | Eowatz | mevts:  |swm|  Expston | Actiosbie ;
ey | s | e | e " . g determine how best to
Rationale Ste,

: capture the results of the VA.

* Your VA needs to be written and included in the FDP

Example VA Worksheet

Two different examples of
complete VAs will be
provided at the end of the

course.
14 ©2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019; Supercedes Date: New WFV§KEQﬁ\:Y
0—= Key Point:
This is an example of a VA worksheet that can be used{to document Reminder: If one element
the results of your VA. The example worksheet may.be used as is, or was scored a “1,” the other
augmented as necessary, but you also have the flexibility to.document two elements would not need
your VA in any way you choose as long as it contains all.the required to be evaluated because the
information. step is already determined to
be not significantly
. vulnerable.
Lesson 7: Questions
Lesson 7p#Quastighs
Thank'youfor your attention
Questions?
Next: Analyzing Results Exercise Part 2
15 ©2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019: Supercedes Date: New mFu§nguﬁm

If you have any questions regarding the concepts we just went over,
feel free to ask them. Next, we will complete the Analyzing Results
Exercise Part 2.
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Lesson 7 Exercise: Analyzing Results — Part 2

Lesson 7 Exercise: Analyzing Results — Part 2

* Total time: 30 minutes
* |ndividually complete the worksheets and report out: 20 minutes
= Facilitated review/discussion: 10 minutes

* Instructions:

1. ldentify the band of determination (between 14-25) in your Rank Order
Worksheet (see Exercise Workbook, page 31).

2. Forthe three process steps that you have been using in the exercises (surge
tank, secondary ingredientaddition, and forming), refer back to yourrationale
for each element score for each process step.

3. Consider each element’s contribution to the overall vulnerability of each
process step. Assess whether a significant vulnerability is present. If you
helieve a significant vulnerability is present, identify the process step as an
actionable process step.

4. Write an explanationin column (8) inthe Analyzing Results Worksheet (see
Exercise Workbook, pages 24-30) for why the process step was determined to
be an actionable process step, or whyit was not. The individual element
rationale scores will be helpfulwith informing the explanation.

5. Indicate which processéteps wouldbe actionable process steps
and record (Y) or (N)4n column.(9) based on your explanations. FSPCA
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The information on thesslide above is included in your Exercise
Workbook (see pages 24-31). The instructor will review the resources
and instruetions and then you can complete the worksheets. Once
everyone has completed the worksheets, the instructor will facilitate
a shortireview/discussion.
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LESSON 8. The Hybrid
Approach

Lesson 8: The Hybrid Approach
APPLYING THE HYBRID APPROACH

ESP@A.
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You have learned how to conduct a VA by evaluating the three
fundamental elements and are familiar with'the KAT method. You also
have the flexibility to use a combination of thée two, which is referred
to as the “hybrid approach.”

Goal: Participants will understand. the benefits of, and how to apply,
the hybrid approach.
Learning Objective:

By the end of this lessen,participants will be able to:

1. Apply the hybrid approach.

© 2019 IIT IFSH

0—= Key Point:

Remember, the three elements
are:

1. Element 1: Potential Public
Health Impact,

2. Element 2: Degree of
Physical Access to the
Product, and

3. Element 3: The Ability of
an Attacker to Successfully
Contaminate the Product.

And the four KATs are:

1. Bulk Liquid Receiving and
Loading

2. Liquid Storage and
Handling

3. Secondary Ingredient
handling

4. Mixing and Similar
Activities

Resources:

FDA’s Key Activity Types (KAT)
Report and KAT Descriptions
are located in Appendix 2.
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Lesson 8: The Hybrid Approach

Lesson 8: Applying the Hybrid Approach

6 6 vulnerabilitv(‘é\ssessment \ @ \

Considering

Considering an o .
- Inherent 5 = Identifying Actionable
O
ve‘;\fnew Characteristics. R Process Steps
and Explanations
Food i
Defense
. 3 Elements *
@ Element 1 — Evaluating Potential Public °
@ Health Impact Applying the Hybrid
Approach
Vulnerability Element 2 — Evaluating Degree of
Assessment Physical Access to the Product
Preliminary AND

Steps Element 3 — Evaluating the Ability to

\ Successfully Contaminate the Product
Appendices 1-5

What is the Hybrid’Approach?

Whatils the Hybrid Approach?

/ Applying the Hybrid Approach \

cilities have the flexibility to use a
- hybrid approach, which combines:

1. The three fundamental elements with
2. The KAT method

N\ 2

The hybrid approach is another method you can use to conduct a VA.
The hybrid approach allows you to use the strengths of both the KAT
and three elements methods. In the hybrid approach, you can first
take advantage of the less resource-intensive KAT method to identify
points, steps, or procedures that fit within the KATs. Then, rather than
concluding the VA with those steps identified as APSs, you can
conduct a more in-depth evaluation of all, or a subset, of those steps
using the three elements.
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Applying the Hybrid Approach

0—= Key Point:
Applying the Hybrid Approach (continued
PPRIYINg y PP ( ) Facilities always have the
/ \ option to do an in-depth
Applying the Hybrid Approach evaluation of process StepS
that did not fit within a KAT
. . as well.
Assess each step for alignment with
any KATs
Use the three elements to conduct a more
in-depth evaluation of some of the steps 8—= Key Point:
Determine if any of the steps identified as The hybrid approach does not
. . include a rank order of steps
fitting within KATs are not APSs based on
because not all steps are

the three elements evaluation being scored. Written
¢ explanations will need to

explain the downgrading of

In the hybrid approach, a facility first assesses each point; step, or any steps that were identified
procedure to identify steps that fit within any of thefour key activity as a KAT but are not
types. Then, rather than concluding the VA with those steps identified identified as APSs.

as the actionable process steps, the facility uses the three'elements to
conducta more in-depth evaluation of some of the steps. A facility may
choose to conduct a more in-depth evaluation of those process steps
that, while fitting within the KATs, may have, factors present at the
step (e.g., inherent characteristics) “that,would further inform the
analysis as to whether a significant vulnerability exists. For example,
steps thatreceive a score of 1 on any of the three elements do not have
significant vulnerabilities, and therefore even though they may have
aligned with a KAT, they are not significantly vulnerable. The facility
would then determinedif any of the previously identified KATs are in
fact not significantly, vulnerable based on the three-element
evaluation.

Conversely, a facility may choose to reevaluate a step that did not align
with a KAT because of potential circumstances surrounding that step
that may make it significantly vulnerable and therefore should be
identified as an APS.

When using the three elements on selected steps, you can use the
scoring categories that were discussed in Lesson 7 in order to
determine if they are APSs or not. The requirement for written
explanations, also discussed in Lesson 7, applies here as well.
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Benefits of the Hybrid Approach

Benefits of the Hybrid Approach

* Uses the less resource-intensive KAT method to
quickly identify steps that fully align with KATs, steps
that don’t, and steps that warrant further evaluation

* Allows facilities to conduct an in-depth evaluation on
a subset of steps using the three elements

* May lead to the downgrading of a process, step
identified as an APS using KAT, but was.determined
to not have a significant vulnerability. using the three
elements

FSPEA.

5 ©2019 FSPCA | FSPCA_PPT_0015 | Issug Date: Aprgda201%; SUpercedes Date: New roas:

There are many benefits to tising the hybrid approach. The hybrid
approach starts withsthe ‘cost-effective and efficient KAT method
which quickly separates out steps that fully align with KATs and are
therefore actionable process steps. Using the KAT method also
quickly separates.out steps that are not actionable process steps. As
we just mentioned, a facility may choose to conduct a more in-depth
evaluation of those process steps that, while fitting within the KATs,
may haveifactors present at the step (e.g., inherent characteristics)
that would further inform the analysis as to whether a significant
vulnerability exists. This part of the hybrid approach narrows down
thesnumber of steps that are evaluated using the three elements. The
hybrid approach also provides the flexibility for facilities to conduct a
more in-depth evaluation on a subset of steps based on the
circumstances and facility-specific nature of those steps. Allowing for
the consideration of specific conditions within the facility may result
in the determination that some steps that aligned with the KATs are
not actionable process steps. This could reduce the number of APSs in
the facility and eliminates the need for mitigation strategies and
management components at those downgraded steps. This can save
time and resources for the facility.
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Key Activity Types

Key Activity Types

1. Bulk Liquid Receiving and Loading
2. Liquid Storage and Handling
3. Secondary Ingredient Handling

4. Mixing and Similar Activities

FSP€A

6 @2019 FSPCA | FSPCA_PPT_0015 | lIssue Date: Apr. 4, 2019; Supercedes Date: New

Before getting into an example, let's quickly review the four Key
Activity Types: Bulk Liquid Receiving and Loading, Liquid Storage and
Handling, Secondary Ingredient Handling, and Mixing and Similar
Activities. As mentioned previously in this course, the identification of
these KATs came from many years of vulnerability assessment work
that FDA did with industry. The KAT training and guidance provides
background information that describes these KATs in detail, but over
the course of this training you have learned that the drivers of
vulnerability have been Element 1 (public health impact), Element 2
(increased access), and Element 3 (ability to successfully contaminate
the product). Those are the‘sameydrivers of vulnerability that were
documented in the four KATs.
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Cold Pressed Almond Cranberry Energy Bar Process
Flow Diagram Example

Cold Pressed Almond Cranberry Energy Bar
Process Flow Diagram Example

A full-page diagram
for viewing is in your
Participant Manual

FSPCA

7 ©2019 FSPCA | FSPCA_PPT_001

This example flow diagram,for a cold pressed almond cranberry
energy bar will be used for our hybrid approach example and is
enlarged for easier viewing on the next page.
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Cold Pressed Almond Cranberry Energy Receive ingredients

Bar Process Flow Diagram Example

v

Store ingredients

2
* Mix and la oil ’
ix and warm syrup (canola oil, Measure ingredients
corn syrup)
A 2

Mix dry ingredients (almonds,
crispedwrice, dried cranberries,
vitamin/mineral pre-blend)

A 2

Cool syrup —-W Blend ingredients

. 2

Spray pans | — Form/press

2

10
Set

11
Cut

v

12
Metal detection

2

13
Wrap, case

2

14
Store

15
Ship
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Process Steps that Aligned with KATs

Process Steps that Aligned with KATs

* Mix dry ingredients {(almonds,

crisped rice, dried aranberries,
vitamin/mineral pre-blend)

- A

Cool syrup — Blend ingredients

#

4
.
Mix and warm syrup (canola oil, Messure ingredients
corn syrup}
! h 2
m

L.l
USRS e A S “/‘d\‘ o -

8 @2019 FSPCA | FSPCA_PPT_0015 | lIssug Date: Apradp2019; Supercedes Date: New 500 AT R T SRR AL

The first step in the hybrid approach is to evaluate each process step
in the flow diagram to/determine if it aligns with any of the four KATs.
In this scenario, the facility has determined that there are five process
steps that have aligned with a KAT. Those steps are:

e Step 3 - Measure Ingredients

e Step 4 - Mix and Warm Syrup

e 4, Step 5 = Cool Syrup

e Step 6 - Mix Dry Ingredients

e, Step 7 - Blend Ingredients
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Elements

Process Steps Further Evaluated
Using the 3 Elements

.

A

4
Further Mix and warm syrup (canola oil,

f— Measure ingredients
evaluation corn syrup}

L 2

& Mix dry ingredients (almonds,

crisped rice, dried aranberries,
vitamin/mineral pre-blend)
L
L3

Further Cool syrup e Blend ingredients
evaluation

—u‘ -
-
~

8

PP S rl/iahﬁfw..f‘-’f uJ

FSPECA

9 ©2019 FSPCA | FSPCA PPT_0015 | lssue Date: Apr. 4, 2019; St Date: New

Process Steps Being Further Evaluated Using the 3

Elements (continued)

Process Steps Further Evaluated
Using the 3 Elements {continued)

&

Syrup — KAT up and canola oil are
d nclosed jacketed mixer and

(Mixing and me @ 5 to 205°F and blended for 20

Mix and Warm

O
Similar inutes nsure even distribution.
Activities)

e Description: The syrup is pumped into a
Cool SyrUp — KAT cooling tank and cooled to 120-130°F. The
(Liquid Storage cooling tank is enclosed except for a hatch
and Handling) that is cIoseld when p_roduct is in the tank but
opened during cleaning and maintenance.

FSPCA

10 ©2019 FSPCA | FSPCA_PPT_001S | Issue Date: Apr. 4, 2019 St Date: New

The facility may opt to stop here and determine these five steps to be
their actionable process steps. However, they believe that Step 4 - Mix
and Warm Syrup, and Step 5 - Cool Syrup, have inherent characteristics
that cause these steps not to have a significant vulnerability. The
facility decides to use the hybrid approach and further evaluates Steps

4 and 5 using the three elements.

© 2019 IIT IFSH
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Mix and Warm Syrup Being Further Evaluated

Mix and Warm Syrup Being Further Evaluated

* Mix and Warm Syrup step aligns with a KAT, but was further evaluated
using the three elements

(1) (2) (4) (s) (6) (7) (8) (9)

# Proces Element1: Element 2: Element 3: Explanation Actionable
sStep Scoreand Score and Score and Process Step
Rationale Rationale Rationale
4 Mixand | Not assessed | Score=1 Not assessed | N/A While this step fits | No
Warm because Because of inherent | because within the KAT
Syrup Element 2 characteristics, there | Element 2 "Mixing and
score=1. is no access at this score=1. Similar Activities,"

step. The mixer is no significant
enclosed for worker vulnerability is
safety reasons and present begause
accessing the tank this step hasiio,
would require special m,offhgsﬁ‘n\
tools and access
disassembling
equipment.

* Using the three elements this step was downgraded because there is no
physical access at this step FSP@A

1 ©2019 FSPCA | FSPCA_PPT_0015 | Issug Date: Aprgda201%; SUpercedes Date: New 000 ST RV CORROts AT

The facility has chosen to further evaluate Step 4 - Mix and Warm
Syrup, because this stép in their facility is enclosed and inaccessible.
They start with the Element 2 analysis of physical access and arrive at
a score of 1 because the/mixer is designed to be fully enclosed to
protect workerswand can only be opened with special tools and
disassembling equipment. The score of 1 for Element 2 means that the
other elementsido not need to be evaluated because this step cannot
be sighificantly vulnerable if it is inaccessible. Therefore, the facility
can downgrade this step and document that it is not an actionable
process step.
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Cool Syrup Being Further Evaluated

Cool Syrup Being Further Evaluated

* Cool Syrup step aligns with a KAT, but was further evaluated using the
three elements

(1) (2) (4) (5) (6) (7 (8) (9)

# Process Element 1: Element 2: Element 3: Sum Explanation Actionabl

Step Score and Score and Score and e Process
Rationale Rationale Rationale Step

5 Cool Syrup | Score=5 Score=3 Score=3 11 While this stepfits | No
Using a Because Usinga within the KAT
representative of inherent representative "Liquid Storage

the isti inant, i and Handling," no
cooling tank there is limited | would be difficult significant
holds enough access at this to bring enough vulnerability is

liquid ingredient | step. The contaminant into present because
to generate a cooling tank is | the area and have score < 14.
potential public enclosed, and sufficienttime to
health impact of access is only getthe
900 deaths. possible when contaminant into
product isnot | the tank.
in the tank.

* Using the three elements this step was downgraded because all three

element scores are low
FSPCA

12 @2019 FSPCA | FSPCA_PPT_0015 | lIssue Date: Apr. 4, 2019; Supercedes Date: New 500 TR P SRR A

In this example, the Cool Syrup step is not significantly vulnerable
because it is a small tank that is enclosed and in plain view of many
employees. The facility uses the three elements and,arrives at a sum
score of 11 for this step.

First, the facility used FDA’s representative contaminant method to
estimate public health impact. Element 1 scored a 5 because the
cooling tank is small and contamination at this step would generate a
public health impact of 900 deaths.

The facility then evaluated Element 2 and scored the step a 3 because
while the tank cannot be accessed when product is inside, it can be
accessed through a hatch‘when the tank is empty, making it “hardly
accessible.”

Element 3 scored.a 3 because a large amount of contaminant would
be required at this stép, in order to achieve a significant public health
impact. Additionally, ‘the tank is located in an area where many
employees can see it, making it hard for an attacker to have enough
time to introduce a contaminant into the tank without being caught in
the act.

To downgrade this step, the facility should provide a detailed
explanation for how they can determine this step is not an actionable
process step based only on the rationales and scores for each of the
elements. This could be based on that for this example, the public
health impact and the ability to successfully contaminate the product
are both moderately low and this step is hardly accessible. Since all
three elements scored low at this step it would not be considered an
actionable process step. The facility would write an explanation to this
effect that captures the information that justifies this conclusion. In
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addition, FDA expects that significant vulnerabilities will not exist
when each of the elements score low, i.e., when a process step sum
score is less than or equal to 13. Since the sum score for the cooling
step is 11, that would fall into this range. As seen on the slide, another
example explanation could be, “While this step fits within the KAT
"Liquid Storage and Handling," no significant vulnerability is present
because score < 14.”

Documenting the Hybrid Approach in the VA

Documenting the Hybrid Approach in the VA

For each point, step, or procedure under evaluation,

you must explain why it was identifiad as an
actionable process step or why it was not

* Process steps that aligned of did notialign with a KAT
should be clearly identified

* Process steps that were further evaluated using the three
elements shouldsbe clearly identified

+ Conclusions asito a,process step's status (i.e., whether it
is an APS<r.not) using the hybrid approach must include
an explanation similar to those discussedin Lesson 7.

FSPCA

13 C20AFSPCA | FSPCA_PPTO01S | Issue Date: Apr. 4, 2019; Supercedes Date: NEW oo cmmas et

The hybrid approach must be documented and must include all the
requireddnformation detailed in the 1A rule. Process steps that aligned
with a’KAT and those that did not should be clearly identified, and it
should be clearly written which steps were further evaluated using
the three elements approach. The conclusions reached at the end of
the hybrid approach as to whether a process step is an actionable
process step or not must include an explanation, similar to the
explanations requirements discussed in Lesson 7. Rationales for each
of the element scores are very helpful when making these
determinations and writing explanations.

Facilities have the flexibility to document the hybrid approach in any
format, but one example of how this can be done is provided in the
Answer Keys and Examples Booklet for your reference.
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Lesson 8: Questions

Lesson 8: Questions

Thank you for your attention

Questions?

FSPCA

14 @2019 FSPCA | FSPCA_PPT_0015 | lIssue Date: Apr. 4, 2019; S Date: New

If you have any questions regarding the concepts we just went over,
feel free to ask them.

Course Summary

Course Summary

Overview
of
Food
Defense
Measures

Considering A \
Inherent i R Identifying Actionable

Characteristics = Process Steps

and Explanations

3 Elements

e ent 1 - Evaluating Potential Public
Health mpact

Element 2 - Evaluating Degree of

Vulnerability
Physical Access to the Product

Assessment
Preliminary
Steps

Next Steps
AND *  Mitigation Strategies

Element 3 - Evaluating the Ability to

Successfully Contaminate the Product *  Records
\ / S e
Appendices 1-5 /

In summary, we've walked through all the steps of conducting a
vulnerability assessment, including the voluntary preliminary steps,
considering inherent characteristics, considering the actions of an
inside attacker, and an in-depth examination of each of the three
elements. The overarching goal of this process was to distinguish
vulnerabilities from significant vulnerabilities. The rule requires
facilities to identify actionable process steps where those significant
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vulnerabilities exist. Finally, we just finished our discussion of the
hybrid approach, which combines the Key Activity Type method with
an analysis that further evaluates selected points, steps, or
procedures using a method that incorporates the three elements.

Actionable process steps are “actionable” because they require, under
the IA rule, further action to significantly minimize or prevent the
significant vulnerability present at that step. We'd like to conclude
this training with a brief overview of these next steps that will make
up the other required components of the food defense plan.

IA Rule Requirements

0—= Key Point:

Reminder: This training does IA Rule Requirements

not qualify you to perform F

o ood DefenseRlan

activities other than / 3 \
conducting a vulnerability Mitigation Strategies
assessment using the three Vulnerability Assessment Management Components

elements and hybrid
approaches. Food Defense Monitoring Procedures

Food Defense Corrective Action Procedures

4

Mitigation Strategies

16 ©2019 FSPCA | FSPCA_PPT_0015 | Issue Date: Apr. 4, 2019: Supercedes Date: New 7000 TRV conon

Food Defense Verification Procedures

-

The rule requires the writing and implementation of a food defense
plan. That plan includes five main components and there are records
requirements throughout each of those components. The first
component, and the subject of this training, is a vulnerability
assessment to identify points in the facility that are most vulnerable.
Once this is done, facilities then identify mitigation strategies to
reduce or prevent those vulnerabilities. After that, facilities are
required to have procedures for food defense monitoring, food
defense corrective actions, and food defense verification. These three
requirements work as a system to ensure strategies are reducing
vulnerabilities. There are records requirements for each of those
components, as well as specific training requirements for certain
individuals.

Finally, the IA rule requires reanalysis of some or all of the food

defense plan under specific circumstances. As the QI for conducting
vulnerability assessments at your facility, you may be called upon by
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others in your food defense team, especially in cases where a
reanalysis of part, or all, of the food defense plan is required.

For more detailed information on these requirements, please see the
regulation text and fact sheet in Appendix 1. Additionally, the IA rule
overview course is an optional online training that provides a detailed
look at the regulation’s requirements. This course is free and available
on the FSPCA website at:
https://www.ifsh.iit.edu/fspca/courses/intentional-adulteration

Notes:
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APPENDIX 1: IA Rule and Summary

Title of Document Page
21 CFR Parts 11, and 121 Al-3

Mitigation Strategies to Protect Food Against Intentional Adulteration or IA Rule

FDA Summary from FDA Website Al1-11
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VA Final Rule in Easy Reading Format (for reference only)

Retrieved from U.S. Office of the Federal Register website at:

https: //www.federalregister.gcov/documents/2016/05/27/2016-12373 /mitigation-
strategies-to-protect-food-against-intentional-adulteration

The codified portion of the final VA rule follows a lengthy preamble that responds to the issues raised in
comments that were submitted to the proposed VA rule and the supplemental proposal. The preamble is not
presented below, but can be found at the website above. The preamble explains what FDA did and why, so it is
useful as guidance on many aspects of the final rule. Only the codified portion of the rule, i.e., the portion that is
now incorporated in Title 21 of the Code of Federal Regulations, is presented below.

Summary from the Federal Register:

The Food and Drug Administration (FDA or we) is issuing this final rule to require domestic and foreign food
facilities that are required to register under the Federal Food, Drug, and Cosmetic Act:(the FD&C Act) to address
hazards that may be introduced with the intention to cause wide scale public‘health,harm. These food facilities
are required to conduct a vulnerability assessment to identify significant vulnerabilities and actionable process
steps and implement mitigation strategies to significantly minimize“or ‘prevent significant vulnerabilities
identified at actionable process steps in a food operation. FDA is_ssuingithese requirements as part of our
implementation of the FDA Food Safety Modernization Act (FSMA).

List of Subjects:

21 CFR Part 11

Administrative practice and procedure, Computer technology, Reporting and recordkeeping requirements.

21 CFR Part 121

Food packaging, Foods. Therefore, under the Federal Food, Drug, and Cosmetic Act and under authority delegated to the
Commissioner of Food and Drugs, 21 CFR Chapter 1 is amended as follows.

34218 Federal Register / Vol. 81, No. 103 / Friday, May 27, 2016 / Rules and Regulations

PART 11—ELECTRONIC RECORDS;
ELECTRONIC SIGNATURES

M 1. The authority citation for'part 11 continues to read as follows:
Authority: 21 U.S.C. 321-393; 42 U.S.C. 262.
M 2.In § 11.1, add paragraph (o) to read as follows:

§ 11.1 Scope.

* %k % k %

(o) This part does not apply to records required to be established or maintained

34219 Federal Register / Vol. 81, No. 103 / Friday, May 27, 2016 / Rules and Regulations

by part 121 of this chapter. Records that satisfy the requirements of part 121 of this chapter, but that also are required
under other applicable statutory provisions or regulations, remain subject to this part.
M 3. Add part 121 to read as follows:
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34219 Federal Register / Vol. 81, No. 103 / Friday, May 27, 2016 / Rules and Regulations (continued)

PART 121—MITIGATION STRATEGIES TO PROTECT FOOD AGAINST INTENTIONAL ADULTERATION
Sec.

Subpart A—General Provisions

121.1 Applicability.

121.3 Definitions.

121.4 Qualifications of individuals who perform activities under subpart C of this part.

121.5 Exemptions.

Subpart B—Reserved

Subpart C—Food Defense Measures

121.126 Food defense plan.

121.130 Vulnerability assessment to identify significant vulnerabilities and actionable process steps.
121.135 Mitigation strategies for actionable process steps.

121.138 Mitigation strategies management components.

121.140 Food defense monitoring.

121.145 Food defense corrective actions.

121.150 Food defense verification.

121.157 Reanalysis.

Subpart D—Requirements Applying to Records That Must Be Established:and Maintained
121.301 Records subject to the requirements of this subpart.

121.305 General requirements applying to records.

121.310 Additional requirements applying to the food defense plan:

121.315 Requirements for record retention.

121.320 Requirements for official review.

121.325 Public disclosure.

121.330 Use of existing records.

Subpart E—Compliance
121.401 Compliance.

Authority: 21 U.S.C. 331, 342, 350g, 350(i), 371, 374.

Subpart A—General Provisions
§ 121.1 Applicability.

This part applies to the owner,operator or agent in charge of a domestic or foreign food facility that
manufactures/processes, packs, or helds/food for consumption in the United States and is required to register under section
415 of the Federal Food, Drug, and Cosmetic Act, unless one of the exemptions in § 121.5 applies.

§ 121.3 Definitions.

The definitions and interpretations of terms in section 201 of the Federal Food, Drug, and Cosmetic Act are applicable to
such terms when used in this'part. The following definitions also apply:

Actionable process step means a point, step, or procedure in a food process where a significant vulnerability exists and at
which mitigation strategies can be applied and are essential to significantly minimize or prevent the significant
vulnerability.

Adequate means that which is needed to accomplish the intended purpose in keeping with good public health practices.

Affiliate means any facility that controls, is controlled by, or is under common control with another facility.

Calendar day means every day as shown on the calendar.

Contaminant means, for purposes of this part, any biological, chemical, physical, or radiological agent that may be added
to food to intentionally cause illness, injury, or death.

Facility means a domestic facility or a foreign facility that is required to register under section 415 of the Federal Food,
Drug, and Cosmetic Act, in accordance with the requirements of part 1, subpart H of this chapter.

Farm means farm as defined in § 1.227 of this chapter.

FDA means the Food and Drug Administration.

Food means food as defined in section 201(f) of the Federal Food, Drug, and Cosmetic Act and includes raw materials
and ingredients.

Food defense means, for purposes of this part, the effort to protect food from intentional acts of adulteration where there
is an intent to cause wide scale public health harm.
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34219 Federal Register / Vol. 81, No. 103 / Friday, May 27, 2016 / Rules and Regulations (continued)

Food defense monitoring means to conduct a planned sequence of observations or measurements to assess whether
mitigation strategies are operating as intended.

Food defense verification means the application of methods, procedures, and other evaluations, in addition to food
defense monitoring, to determine whether a mitigation strategy or combination of mitigation strategies is or has been
operating as intended according to the food defense plan.

Full-time equivalent employee is a term used to represent the number of employees of a business entity for the purpose
of determining whether the business qualifies as a small business. The number of full-time equivalent employees is
determined by dividing the total number of hours of salary or wages paid directly to employees of the business entity and of
all of its affiliates and subsidiaries by the number of hours of work in 1 year, 2,080 hours (i.e., 40 hours x 52 weeks). If the
result is not a whole number, round down to the next lowest whole number.

Holding means storage of food and also includes activities performed incidental to storage of food (e.g., activities
performed for the safe or effective storage of that food, such as fumigating food during storage, and drying/dehydrating raw
agricultural commodities when the drying/dehydrating does not create a distinct commodity {such as drying/dehydrating
hay or alfalfa)). Holding also includes activities performed as a practical necessity for the distribution of that food (such as
blending of the same raw agricultural commodity and breaking down pallets) but does notinclude activities that transform
araw agricultural commodity into a processed food as defined in section 201(gg) of the'Federal Food, Drug, and Cosmetic
Act. Holding facilities could include warehouses, cold storage facilities, storage silos/grain elevators, and liquid storage
tanks.

Manufacturing/processing means making food from one or more ingredients, orisynthesizing, preparing, treating,
modifying or manipulating food, including food crops or ingredients. Examples of manufacturing/processing activities
include: Baking, boiling, bottling, canning, cooking, cooling, cutting, distilling,"drying/dehydrating raw agricultural
commodities to create a distinct commodity (such as drying/dehydrating grapesto produce raisins), evaporating,
eviscerating, extracting juice, formulating, freezing, grinding, homegenizing, irradiating, labeling, milling, mixing, packaging
(including modified atmosphere packaging), pasteurizing, peeling, rendering, treating to manipulate ripening, trimming,
washing, or waxing. For farms and farm mixed-type facilities;, manufacturing/processing does not include activities that are
part of harvesting, packing, or holding.

Mitigation strategies mean those risk based, reasonably appropriate measures that a person knowledgeable about food
defense would employ to significantly minimize or prevent significant vulnerabilities identified at actionable process steps,
and that are consistent with the current scientificanderstanding of food defense at the time of the analysis.

Mixed-type facility means an establishment that engages in both activities that are exempt from registration under
section 415 of the Federal Food, Drug, and Cosmetic Act and activities that require the establishment to be registered. An
example of such a facility is a “farm

34220 Federal Register / Vol. 81, No.103,/ Friday, May 27, 2016 / Rules and Regulations

mixed-type facility,” which is an establishment that is a farm, but also conducts activities outside the farm definition that
require the establishment to,be registered.

Packing means placingfood into'a container other than packaging the food and also includes re-packing and activities
performed incidental £to packing or re-packing a food (e.g., activities performed for the safe or effective packing or re-
packing of that food (such'as sorting, culling, grading, and weighing or conveying incidental to packing or re-packing)), but
does not include activities that transform a raw agricultural commodity into a processed food as defined in section 201(gg)
of the Federal Food, Drug, and Cosmetic Act.

Qualified individual means a person who has the education, training, or experience (or a combination thereof) necessary
to perform an activity required under subpart C of this part, as appropriate to the individual’s assigned duties. A qualified
individual may be, but is not required to be, an employee of the establishment.

Significant vulnerability means a vulnerability that, if exploited, could reasonably be expected to cause wide scale public
health harm. A significant vulnerability is identified by a vulnerability assessment conducted by a qualified individual, that
includes consideration of the following: (1) Potential public health impact (e.g., severity and scale) if a contaminant were
added, (2) degree of physical access to the product, and (3) ability of an attacker to successfully contaminate the product.
The assessment must consider the possibility of an inside attacker. Significantly minimize means to reduce to an acceptable
level, including to eliminate.

Small business means, for purposes of this part, a business (including any subsidiaries and affiliates) employing fewer
than 500 full-time equivalent employees.

Subsidiary means any company which is owned or controlled directly or indirectly by another company.

Very small business means, for purposes of this part, a business (including any subsidiaries and affiliates) averaging less
than $10,000,000, adjusted for inflation, per year, during the 3-year period preceding the applicable calendar year in sales of
human food plus the market value of human food manufactured, processed, packed, or held without sale (e.g., held for a fee).
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Vulnerability means the susceptibility of a point, step, or procedure in a facility’s food process to intentional
adulteration.
You means, for purposes of this part, the owner, operator, or agent in charge of a facility.

§ 121.4 Qualifications of individuals who perform activities under subpart C of this part.

(a) Applicability. You must ensure that each individual who performs activities required under subpart C of this partis a
qualified individual as that term is defined in § 121.3.

(b) Qualifications of individuals assigned to an actionable process step. Each individual assigned to an actionable process
step (including temporary and seasonal personnel) or in the supervision thereof must:

(1) Be a qualified individual as that term is defined in § 121.3—i.e., have the appropriate education, training, or
experience (or a combination thereof) necessary to properly implement the mitigation strategy or combination of
mitigation strategies at the actionable process step; and

(2) Receive training in food defense awareness.

(c) Qualifications of individuals for certain activities described in paragraph (c)(3) of this section. Each individual
assigned to certain activities described in paragraph (c)(3) of this section must:

(1) Be a qualified individual as that term is defined in § 121.3—i.e., have the appropriate education, training, or
experience (or a combination thereof) necessary to properly perform the activities;and

(2) Have successfully completed training for the specific function at least equivalent to'that received under a
standardized curriculum recognized as adequate by FDA or be otherwise qualified through job experience to conduct the
activities. Job experience may qualify an individual to perform these functionsif'such experience has provided an individual
with knowledge at least equivalent to that provided through the standardized cutriculum. This individual may be, but is not

required to be, an employee of the facility.

(3) One or more qualified individuals must do or oversee:

(i) The preparation of the food defense plan as required in § 121.126;

(ii) The conduct of a vulnerability assessment as required in § 121.130;

(iii) The identification and explanation of the mitigation strategies‘as required in § 121.135; and

(iv) Reanalysis as required in § 121.157.

(d) Additional qualifications of supervisory personnel. Responsibility for ensuring compliance by individuals with the
requirements of this part must be clearly assigned to supervisory personnel with a combination of education, training, and
experience necessary to supervise the activitiesiunder this subpart.

(e) Records. Training required by paragraphs(b)(2)and (c)(2) of this section must be documented in records, and must:

(1) Include the date of training, the type of training, and the persons trained; and

(2) Be established and maintained.invaccordance with the requirements of subpart D of this part.

§ 121.5 Exemptions.

(a) This part does not apply to a very small business, except that a very small business must, upon request, provide for
official review documentation sufficient to show that the facility meets this exemption. Such documentation must be
retained for 2 years.

(b) This part does notiapply to the holding of food, except the holding of food in liquid storage tanks.

(c) This part does not apply to the packing, re-packing, labeling, or relabeling of food where the container that directly
contacts the food remains intact.

(d) This part does not apply to activities of a farm that are subject to section 419 of the Federal Food, Drug, and Cosmetic
Act (Standards for Produce Safety).

(e)(1) This part does not apply with respect to alcoholic beverages at a facility that meets the following two conditions:

(i) Under the Federal Alcohol Administration Act (27 U.S.C. 201 et seq.) or chapter 51 of subtitle E of the Internal
Revenue Code of 1986 (26 U.S.C. 5001 et seq.) the facility is required to obtain a permit from, register with, or obtain
approval of a notice or application from the Secretary of the Treasury as a condition of doing business in the United States,
or is a foreign facility of a type that would require such a permit, registration, or approval if it were a domestic facility; and

(ii) Under section 415 of the Federal Food, Drug, and Cosmetic Act the facility is required to register as a facility because
itis engaged in manufacturing, processing, packing, or holding one or more alcoholic beverages.

(2) This part does not apply with respect to food that is not an alcoholic beverage at a facility described in paragraph
(e)(1) of this section, provided such food:
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(i) Is in prepackaged form that prevents any direct human contact with such food; and

(ii) Constitutes not more than 5 percent of the overall sales of the facility, as determined by the Secretary of the
Treasury.

(f) This part does not apply to the manufacturing, processing, packing, or holding of food for animals other than man.

(g) This part does not apply to on-farm manufacturing, processing packing, or holding of the following foods on a farm
mixed-type facility, when conducted by a small or very small business if such activities are the only activities conducted by
the business subject to section 418 of the Federal Food, Drug, and Cosmetic Act.

(1) Eggs (in-shell, other than raw agricultural commodities, e.g., pasteurized); and

(2) Game meats (whole or cut, not ground or shredded, without secondary ingredients).

Subpart B—Reserved
Subpart C—Food Defense Measures

§121.126 Food defense plan.

(a) Requirement for a food defense plan. You must prepare, or have prepared, andimplement a written food defense plan.

(b) Contents of a food defense plan. The written food defense plan must include:

(1) The written vulnerability assessment, including required explanations, to identify significant vulnerabilities and
actionable process steps as required by § 121.130(c);

(2) The written mitigation strategies, including required explanations, as required by § 121.135(b);

(3) The written procedures for the food defense monitoring of the implementation of the mitigation strategies as
required by § 121.140(a);

(4) The written procedures for food defense corrective actions’as required by § 121.145(a)(1); and

(5) The written procedures for food defense verification astequired by § 121.150(b).

(c) Records. The food defense plan required by this section isia record that is subject to the requirements of subpart

D of this part.

§ 121.130 Vulnerability assessment to identify significantvulnerabilities and actionable process steps.

(a) Requirement for a vulnerability assessment; You must conduct or have conducted a vulnerability assessment for each
type of food manufactured, processed, packed, or held atyour facility using appropriate methods to evaluate each point,
step, or procedure in your food operation to identify significant vulnerabilities and actionable process steps. Appropriate
methods must include, at a minimum, an evaluation of:

(1) The potential public health impact(e.g., severity and scale) if a contaminant were added;

(2) The degree of physical access to the product; and

(3) The ability of an attacker to suecessfully contaminate the product.

(b) Inside attacker. The assessment must consider the possibility of an inside attacker.

(c) Written vulnerability assessment. Regardless of the outcome, the vulnerability assessment must be written and must
include an explanationias to why each point, step, or procedure either was or was not identified as an actionable process
step.

§ 121.135 Mitigation strategies for actionable process steps.

(a) You must identify and implement mitigation strategies at each actionable process step to provide assurances that the
significant vulnerability at each step will be significantly minimized or prevented and the food manufactured, processed,
packed, or held by your facility will not be adulterated under section 402 of the Federal Food, Drug, and Cosmetic Act. For
each mitigation strategy implemented at each actionable process step, you must include a written explanation of how the
mitigation strategy sufficiently minimizes or prevents the significant vulnerability associated with the actionable process
step.

(b) Mitigation strategies and accompanying explanations must be written.

§ 121.138 Mitigation strategies management components.

Mitigation strategies required under§ 121.135 are subject to the following mitigation strategies management
components as appropriate to ensure the proper implementation of the mitigation strategies, taking into account the nature
of each such mitigation strategy and its role in the facility’s food defense system:

(a) Food defense monitoring in accordance with § 121.140;
(b) Food defense corrective actions in accordance with § 121.145; and
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(c) Food defense verification in accordance with § 121.150.

§121.140 Food defense monitoring.

As appropriate to the nature of the mitigation strategy and its role in the facility’s food defense system:

(a) Written procedures. You must establish and implement written procedures, including the frequency with which they
are to be performed, for food defense monitoring of the mitigation strategies.

(b) Food defense monitoring. You must monitor the mitigation strategies with adequate frequency to provide assurances
that they are consistently performed.

(c) Records—(1) Requirement to document food defense monitoring. You must document the monitoring of mitigation
strategies in accordance with this section in records that are subject to verification in accordance with § 121.150(a)(1) and
records review in accordance with § 121.150(a)(3)(i)-

(2) Exception records. Records may be affirmative records demonstrating the mitigation strategy is functioning as
intended. Exception records demonstrating the mitigation strategy is not functioning as intended may be adequate in some
circumstances.

§ 121.145 Food defense corrective actions.

(a) Food defense corrective action procedures. As appropriate to the nature of the actionable process step and the nature
of the mitigation strategy:

(1) You must establish and implement written food defense corrective action procedures'that must be taken if
mitigation strategies are not properly implemented.
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(2) The food defense corrective action procedures must describe the steps to be taken to ensure that:

(i) Appropriate action is taken to identify and correct a problem that has occurred with implementation of a mitigation
strategy; and

(ii) Appropriate action is taken, when necessary, to reduce the likelihood that the problem will recur.

(b) Records. All food defense corrective actions taken in accordance with this section must be documented in records
that are subject to food defense verification in accordance with § 121.150(a)(2) and records review in accordance with §
121.150(a)(3) ().

§ 121.150 Food defense verification.

(a) Food defense verification activities. Food defense verification activities must include, as appropriate to the nature of
the mitigation strategy and its role in thefacility’s food defense system:

(1) Verification that food defense‘monitoring is being conducted as required by § 121.138 (and in accordance with §
121.140);

(2) Verification that appropriate decisions about food defense corrective actions are being made as required by §
121.138 (and in accordance with § 121.145); (3) Verification that mitigation strategies are properly implemented and are
significantly minimizing or preventing the significant vulnerabilities. To do so, you must conduct activities that include the
following, as appropriate to the facility, the food, and the nature of the mitigation strategy and its role in the facility’s food
defense system:

(i) Review of the food defense monitoring and food defense corrective actions records within appropriate timeframes to
ensure that the records are complete, the activities reflected in the records occurred in accordance with the food defense
plan, the mitigation strategies are properly implemented, and appropriate decisions were made about food defense
corrective actions; and

(ii) Other activities appropriate for verification of proper implementation of mitigation strategies; and

(4) Verification of reanalysis in accordance with § 121.157.

(b) Written procedures. You must establish and implement written procedures, including the frequency for which they
are to be performed, for verification activities conducted according to § 121.150(a)(3)(ii).

(c) Documentation. All verification activities conducted in accordance with this section must be documented in records.

§ 121.157 Reanalysis.

(a) You must conduct a reanalysis of the food defense plan, as a whole at least once every 3 years;

(b) You must conduct a reanalysis of the food defense plan as a whole, or the applicable portion of the food defense plan:

(1) Whenever a significant change made in the activities conducted at your facility creates a reasonable potential for a
new vulnerability or a significant increase in a previously identified vulnerability;

(2) Whenever you become aware of new information about potential vulnerabilities associated with the food operation
or facility;
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(3) Whenever you find that a mitigation strategy, a combination of mitigation strategies, or the food defense plan as a
whole is not properly implemented; and

(4) Whenever FDA requires reanalysis to respond to new vulnerabilities, credible threats to the food supply, and
developments in scientific understanding including, as appropriate, results from the Department of Homeland Security
biological, chemical, radiological, or other terrorism risk assessment.

() You must complete such reanalysis required by paragraphs (a) and (b) of this section and implement any additional
mitigation strategies needed to address the significant vulnerabilities identified, if any:

(1) Before any change in activities (including any change in mitigation strategy) at the facility is operative;

(2) When necessary within 90-calendar days after production; and

(3) Within a reasonable timeframe, providing a written justification is prepared for a timeframe that exceeds 90 days
after production of the applicable food first begins.

(d) You must revise the written food defense plan if a significant change in the activities conducted at your facility
creates a reasonable potential for a new vulnerability or a significant increase in a previously identified vulnerability or
document the basis for the conclusion that no revisions are needed.

Subpart D—Requirements Applying to Records That Must Be Established and Maintained

§ 121.301 Records subject to the requirements of this subpart.

(a) Except as provided by paragraph
(b) of this section, all records required by subpart C of this part are subject to all requirements of this subpart.
(b) The requirements of § 121.310 apply only to the written food defense plan.

§ 121.305 General requirements applying to records.

Records must:

(a) Be kept as original records, true copies (such as photocopies,pictures, scanned copies, microfilm, microfiche, or
other accurate reproductions of the original records), or electroni¢ records;

(b) Contain the actual values and observations obtained duringfeod defense monitoring;

(c) Be accurate, indelible, and legible;

(d) Be created concurrently with performance of the activity documented;

(e) Be as detailed as necessary to provide history of work performed; and

(f) Include:

(1) Information adequate to identify the facility,(e.g/, the name, and when necessary, the location of the facility);

(2) The date and, when appropriate, the time'of the activity documented;

(3) The signature or initials of the person performing the activity; and

(4) Where appropriate, the identity of the product and the lot code, if any.

(g) Records that are establishedior'maintained to satisfy the requirements of this part and that meet the definition of
electronic records in § 11.3(b)(6) of this chapter are exempt from the requirements of part 11 of this chapter. Records that
satisfy the requirements of this part, but that also are required under other applicable statutory provisions or regulations,
remain subject to part L17of this chapter.

§ 121.310 Additional requirements applying to the food defense plan.

The owner, operator, or,agent in charge of the facility must sign and date the food defense plan:
(a) Upon initial completion; and
(b) Upon any modification.

§ 121.315 Requirements for record retention.

(a)(1) All records required by this part must be retained at the facility for at least 2 years after the date they were
prepared.

(2) Records that a facility relies on during the 3-year period preceding the applicable calendar year to support its status
as exempt as a very small business must be retained at the facility as long as necessary to support the status of a facility as a
very small business during the applicable calendar year.

(b) The food defense plan must be retained for at least 2 years after its use is discontinued.

(c) Except for the food defense plan, offsite storage of records is permitted if such records can be retrieved and provided
onsite within 24 hours of request for official review. The food defense plan must remain onsite. Electronic records are
considered to be onsite if they are accessible from an onsite location.

(d) If the facility is closed for a prolonged period, the food defense plan may be transferred to some other reasonably
accessible location but must be returned to the facility within 24 hours for official review upon request.

§ 121.320 Requirements for official review.
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All records required by this part must be made promptly available to a duly authorized representative of the Secretary
of Health and Human Services for official review and copying upon oral or written request.

§ 121.325 Public disclosure.

Records required by this part will be protected from public disclosure to the extent allowable under part 20 of this
chapter.

34223 Federal Register / Vol. 81, No. 103 / Friday, May 27, 2016 / Rules and Regulations

§ 121.330 Use of existing records.

(a) Existing records (e.g., records that are kept to comply with other Federal, State, or local regulations, or for any other
reason) do not need to be duplicated if they contain all of the required information and satisfy the requirements of this
subpart. Existing records may be supplemented as necessary to include all of the required information and satisfy the
requirements of this subpart.

(b) The information required by this part does not need to be kept in one set of records. If existing records contain some
of the required information, any new information required by this part may be kept eithersepatately or combined with the
existing records.

Subpart E—Compliance

§ 121.401 Compliance.

(a) The operation of a facility that manufactures, processes, packs, or holds food for sale in the United States if the
owner, operator, or agent in charge of such facility is required to comply with, and is not in compliance with, section 418 of
the Federal Food, Drug, and Cosmetic Act or subparts C or D of this partis@ prohibited act under section 301 (uu) of the
Federal Food, Drug, and Cosmetic Act.

(b) The failure to comply with section 420 of the Federal Feod, Drug, and Cosmetic Act or subparts C or D of this partis a
prohibited act under section 301(ww) of the Federal Food, Drug, and Cosmetic Act.

Dated: May 20, 2016.

Leslie Kux,
Associate Commissioner for Policy.

[FR Doc. 2016-12373 Filed 5-26-16; 8:45 am]
BILLING CODE 4164-01-P
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Retrieved from FDA website (page last updated 09/12/2018) at:

https://www.fda.gov/food /guidanceregulation/fsma/ucm378628.htm

FSMA Final Rule for Mitigation Strategies to Protect Food Against
Intentional Adulteration

Imports under the FSMA Main Page

View the Final Rule Contents in Docket Folder FDA-2013-N-1425 starting May 27, 2016.
Below is a fact sheet provided by FDA.

In this fact sheet:

e Whois Covered?

o Key Provisions

e Compliance Dates

¢ Exemptions

e Assistance to Industry

Introduction

The FDA Food Safety Modernization, Act<(FSMA) final rule is aimed at preventing intentional
adulteration from acts intended to cause wide-scale harm to public health, including acts of terrorism
targeting the food supply. Su€hyacts, while not likely to occur, could cause illness, death, economic
disruption of the food supply.absent mitigation strategies.

Rather than targeting specific.foods or hazards, this rule requires mitigation (risk-reducing) strategies
for processes in certain registered food facilities.

The proposed rule was issued in December 2013. The changes in the final rule are largely designed to
provide either more information, where stakeholders requested it, or greater flexibility for food
facilities in determining how they will assess their facilities, implement mitigation strategies, and
ensure that the mitigation strategies are working as intended.

In developing the rule, FDA interacted with the intelligence community and considered vulnerability
assessments conducted in collaboration with the food industry.

While acts of intentional adulteration may many other forms, including acts of disgruntled employees
or economically motivated adulteration, the goal of this rule is to prevent acts intended to cause wide-
scale harm. Economic adulteration is addressed in the final preventive controls rules for human and
animal foods.
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Who is Covered?

With some exceptions listed below, this rule applies to both domestic and foreign companies that are
required to register with the FDA as food facilities under the Federal Food, Drug, and Cosmetic (FD&C)
Act.

This rule is designed to primarily cover large companies whose products reach many people,
exempting smaller companies. There are 3,400 covered firms that operate 9,800 food facilities.

It does not cover farms.

Key Provisions

While this is the first time that companies are required to create a food defense plan, the FDA has taken
an approach similar to Hazard Analysis Critical Control Point (HACCP) system, an approach adopted
by industry for the identification, evaluation and control of food safety hazards. The FSMA rules
advance and strengthen those safeguards.

Each covered facility is required to prepare and implement a food defense.plan. This written plan must
identify vulnerabilities and actionable process steps, mitigation strategies, and procedures for food
defense monitoring, corrective actions and verification. A reanalysis is required every three years or
when certain criteria are met, including mitigation strategies that“are determined to be improperly
implemented.

Vulnerability assessment: This is the identification of vulnerabilities and actionable process steps for
each type of food manufactured, processed, packed or held at the food facility. For each point, step, or
procedure in the facility’s process, these elements'must be evaluated:

e The severity and scale of the potential impact on public health. This would include such
considerations as the volume ofjproduct; the number of servings, the number of exposures, how
fast the food moves through theidistribution system, potential agents of concern and the
infectious/lethal dose of-each; and the possible number of illnesses and deaths.

e The degree of physical access to the product. Things to be considered would include the
presence of such physical'barriers as gates, railings, doors, lids, seals and shields.

e The ability to successfully contaminate the product.

Mitigation strategies: These should be identified and implemented at each actionable process step to
provide assurances that vulnerabilities will be minimized or prevented. The mitigation strategies must
be tailored to the facility and its procedures.

e The final rule removes the distinction between “broad” and “focused” mitigation strategies. The
original proposal only required “focused” mitigation strategies because “broad” mitigation
strategies, such as a fence around the entire facility, did not protect specific points from being
attacked by an insider.

e The final rule recognizes that a mitigation strategy, applied in a directed and appropriate way
to protect the actionable process step from an insider attack, would sufficiently minimize the
risk of intentional adulteration.

Mitigation strategy management components: Steps must be taken to ensure the proper
implementation of each mitigation strategy. In each of these areas of food defense, the facilities are
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given more flexibility in the final rule to establish the actions most appropriate to their operation and
product.

e Monitoring: Establishing and implementing procedures, including the frequency with which
they are to be performed, for monitoring the mitigation strategies.

o Corrective actions: The response if mitigation strategies are not properly implemented.

e Verification: Verification activities would ensure that monitoring is being conducted and
appropriate decisions about corrective actions are being made.

Training and recordkeeping: Facilities must ensure that personnel assigned to the vulnerable areas
receive appropriate training; facilities must maintain records for food defense monitoring, corrective
actions, and verification activities.

Compliance Dates

This rule is a first of its kind, so education and outreach is critical. Additionally, FDA recognizes that
many of the food facilities covered by this rule will also be meeting the'requirements of other FSMA
rules. Therefore, FDA is providing a longer timeline in the final rule for facilities to comply with the

intentional adulteration rule.

e Very Small Businesses—a business (including any subsidiaries and affiliates) averaging less
than $10,000,000, adjusted for inflation, pek year, during the three-year period preceding the
applicable calendar year in sales of humanyfood plus the market value of human food
manufactured, processed, packed, or held without sale (e.g., held for a fee). These businesses
would have to comply with modified requirements within five years after the publication of the
final rule.

e Small Businesses—a business employing fewer than 500 persons would have to comply four
years after the publication of thefinal rule.

e Other Businesses—a business that is not small or very small and does not qualify for
exemptions wouldthave to.comply three years after the publication of the final rule.

Exemptions

e A very small'business. While exempt, the business would be required to provide to FDA, upon
request, documentation to demonstrate that the business is very small.

o The holding of food, except the holding of food in liquid storage tanks

o The packing, re-packing, labeling or re-labeling of food where the container that directly
contacts the food remains intact

e Activities that fall within the definition of “farm”

e Manufacturing, processing, packing, or holding of food for animals

e Alcoholic beverages under certain conditions

e On-farm manufacturing, processing, packing, or holding by a small or very small business of
certain foods identified as having low-risk production practices. The exemption applies if such
activities are the only activities conducted by the business subject to the rule. These foods
include certain types of eggs, and certain types of game meats.
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Assistance to Industry

FDA has established an Intentional Adulteration Subcommittee with the Food Safety Preventive
Controls Alliance to develop food defense training resources for industry and regulators alike.

The agency intends to publish guidance documents to provide information relevant to the provisions
of the final rule, such as conducting a vulnerability assessment, identifying and implementing
mitigation strategies, and writing procedures for food defense monitoring, corrective actions and
verification.

In addition, FDA has a number of tools and resources currently available on our website
(www.fda.gov/fooddefense) that were developed for our voluntary food defense program.

The Mitigation Strategies Database is an online, searchable listing of mitigation strategies that can be
applied to different steps in a food operation to reduce the risk of intentional adulteration.

The FDA FSMA Food Safety Technical Assistance Network is already operational and provides a central
source of information to support industry understanding and implementation of FSMA. Questions
submitted online or by mail will be answered by information specialistsior subject matter experts.
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Retrieved from FDA website (page last updated 12/05/2016) at:

http://wavback.archive-

it.org/7993/20170111073929 /http:/www.fda.gov/Food/GuidanceRegulation/FSMA/
ucm347023.htm

Analysis of Results for FDA Food Defense Vulnerability Assessments and
Identification of Activity Types

Archived Content

The content on this page is provided for reference purposes only. This content has not been altered or
updated since it was archived.

April 2013

This report is required under Section 106 of the Food Safety Modernization Act. Over the past several
years, FDA has conducted vulnerability assessments’(VA) on,more than 50 products or processes,
leading to the identification of processing steps of highest.€oncern, and potential mitigation strategies
to reduce vulnerabilities. The current study utilized the'results from 25 VAs to determine if a
potential “threshold” score for the implementation.of mitigation strategies could be identified.

I. Executive Summary
I1. Methodology
I11. Findings

IV. Analysis
V. Conclusion

APPENDIX A: Activity Type Descriptions

I. Executive Summary

Section 106 of the Food Safety Modernization Act (FSMA), requires FDA, among other things, to
conduct a vulnerability assessment (VA) of the food system, A VA is the process of identifying,
quantifying, and prioritizing (or ranking) the vulnerabilities in a system.

From 2005 to 2008, under the Strategic Partnership Program Agroterrorism (SPPA), the U.S. Food and
Drug Administration (FDA), along with the United States Department of Agriculture (USDA), Federal
Bureau of Investigation (FBI), and Department of Homeland Security (DHS) conducted vulnerability
assessments (VAs) on products, processes, or commodities in the food and agriculture sector. In
keeping with the requirements of Homeland Security Presidential Directive 9 (HSPD-9), Defense of
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Agriculture and Food as well as the requirement under FSMA, FDA reassessed VAs conducted from
2005 to 2008 and continued this assessment process for products not previously assessed.

To date, FDA has conducted vulnerability assessments on more than 50 products or processes, which
has led to the identification of processing steps of highest concern, potential mitigation strategies that
may reduce these vulnerabilities, as well as research gaps.

The methodology used to conduct these VAs is called CARVER+Shock. CARVER is an acronym for the
following six attributes used to evaluate the attractiveness of a target for attack:

e (Criticality - measure of public health and economic impacts of an attack

e Accessibility - ability to physically access and egress from target

e Recuperability - ability of system to recover from an attack

¢ Vulnerability - ease of accomplishing attack

e Effect - amount of direct loss from an attack as measured by loss in production
e Recognizability - ease of identifying target.

A seventh attribute, “Shock,” was added to the original six attributes torassess the combined health,
economic and psychological impacts of an attack within the feod industry. CARVER+Shock is a tool that
can be used to assess the vulnerabilities within a system.or infrastructure. By conducting a
CARVER+Shock assessment of a food production facility or process, the user can determine the most
vulnerable points in the infrastructure and focus resources on protecting the most susceptible points
in the system.

The current study utilized the results from 25 VAs to.determine if a potential “threshold” score for the
implementation of mitigation strategies could be identified. The analysis of Criticality, Accessibility,
and Vulnerability (CAV) scores showed that since CARVER+Shock is a relative risk ranking tool, there
is no equivalence between a score valuejof asprocessing step in one industry to the same score value
for another processing step in a differentindustry. The data set was then reevaluated to determine
what common attributes or activities'ecetirred between processing steps in the data set. Through this
review, it was determined that processing steps could be grouped according to the type of activity
occurring at a particular pointjin an‘operation.

The key activity typesdmmost production environments are:
1. Coating/Mixing/Grinding/Rework
2. Ingredient Staging/Prep/Addition
3. Liquid Receiving/Loading
4. Liquid Storage/Hold/Surge Tanks

By identifying and defining key activity types, a CAV score is no longer needed as a threshold. The
activity types and their descriptions can be publicly disseminated, industry can objectively map
processing steps into activity types and any mitigation strategies associated with those activity types
could be audited.
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I1. Methodology

FDA, with support from Battelle Memorial Institute, reviewed the Criticality, Accessibility, and
Vulnerability (CAV) scores from 25 vulnerability assessments to determine a potential “threshold”
score for the implementation of food defense mitigation strategies. Other CARVER+Shock scoring
components (Recuperability, Effect, Recognizability, Shock) were not included. The data set includes
scoring results derived from the following vulnerability assessments:

e VAs conducted under the original SPPA initiative when an updated VA was not conducted;
e Updated VA results from a previous SPPA assessment, and;
e New VAs conducted since the conclusion of the SPPA initiative.

The CAV score results for each assessment were reviewed and only included processing steps for
further analysis if they were part of the top twenty-five percent of CAV scores'within a vulnerability
assessment. Where there were ties at the bottom of the quartile, all processing steps with the same
score were included. This selection constituted the data set for further analysis'and consisted of 141 of
the 465 scored processing steps (or approximately 30% of allyscored/processing steps from 25
assessments).

When the data set is sorted by CAV score, some processingstep types repeatedly rise to the top. Forty-
seven processing steps had CAV scores of 26 ©r above (top quartile of the analyzed
population). Fourteen of the 47 processing steps involve mixing, grinding, or coating as the primary
function, thus resulting in probable homogeneous distribution of a threat agent into the
product. Twelve of the 47 processing steps involyvedithe staging, preparation, or addition of minor
ingredients. Six of the 47 processing steps‘involved receiving and five of the 47 processing steps
involved storage. The 10 remaining processing steps were an assortment of other activities. When
ordering by CAV score, the processing steps where mixing occurs, or secondary ingredients are staged,
prepped or added, prove to be critical\processing steps in many assessed products. Even though
assessment scores are independent from other products/assessments, the high CAV scores in these
types of processing steps indicate that attention should be placed on these areas when considering food
defense mitigation strategies:.

Additionally, when comparing across industries, it was found that 65% of products were assigned a
high CAV score of 26 ornabove (17 of 25 products). It should also be noted that several products had
multiple processing steps tied for highest rank. However, for industries where the high CAV score was
not 26 or above, the highest scoring processing step(s) in the assessment of these products should still
be regarded as highlyysensitive within that assessment and should not be considered less risky for
intentional contamination.

It was also found that the higher range of CAV scores (26 or above) was dominated by assessments of
manufacturing facilities generating processed, consumer-ready foods. This may help in targeting
industries where more attention should be focused when considering the development of mitigation
strategies.

CAV scores obtained and used in this analysis were generated during the conduct of the assessments
with experienced, unbiased facilitators who were highly trained in the CARVER+Shock process. In
addition, the CARVER+Shock tool is a relative ranking tool and was never intended to be used to
compare disparate industries. Since CARVER+Shock is a relative ranking tool there is no equivalence
between a score value of a processing step in one industry to the same score value for another
processing step in a different industry. CARVER+Shock and CAV scores can vary between repeat
assessments of the same product, as well. During a repeat or update assessment, the relative ranking

© 2019 IIT IFSH A2-5



Appendix 2

may remain the same, but assessments conducted at different times with different participants
frequently receive different scores values. This could result in a processing step being scored above a
CAV score threshold in one assessment and fall below the threshold in a later reassessment.

Also, when conducting the assessments, the facilitators and participants did not have a financial
interest in targeting scores for processing steps. Were a CAV score threshold to be used as a factor for
requiring industry to institute mitigation strategies, CAV scores could be manipulated to fall below any
threshold. Also, since the CARVER+Shock Software tool was developed to be used by individual
companies, answers to the questions with the software tool could be changed to generate lower scores.

The data set was reevaluated to determine what common attributes or activities occurred between
processing steps in the data set. A review was conducted of the processing step descriptions and CAV
score spreadsheet for all upper quartile scoring processing steps within an assessment. Through this
review, it was determined that processing steps could be grouped according to the type of activity
occurring at the processing step (e.g. Coating, Mixing, Grinding; Ingrediefit*Prep/Staging/Addition;
Liquid Surge/Holding/Storage tanks; Rework; Dry Receiving; etc.). TheSenactivities types helped to
refine the processing step analysis by focusing on the nature of the activity at the processing step and
not the name that processing step has been assigned by either industry assessment participants, or the
CARVER+Shock Software tool. A list of four yes/no questions, and theianswers to each question for
each processing step were included. The processing steps were then ranked first by the number of yes
answers to the four questions and secondarily by the CAV score:The questions were developed to
identify processing steps which contained characteristies that have consistently resulted in processing
steps being assigned a high CAV score. The four questions'were as follows:

1. Does mixing occur at or immediately after this proecessing step?
2. Are minor ingredients added at this processing step?

3. Are minor ingredients involved with this processing step?

4

Are liquids or partially liquid mixtures‘dealt with at this processing step?

III. Findings

Processing steps which satisfied all’‘or most of the questions above were almost universally assigned
high CAV scores. The ‘processing steps that satisfy the questions above resided in the
Coating/Mixing/Grinding/Rework activity, the Ingredient Staging/Prep/Addition activity, the Liquid
Receiving/Loading Activity, or the Liquid Storage/Hold/Surge Tanks activity. As a result, it was
determined that these activity types, when present in a facility, should be given priority consideration
for the implementation of food defense mitigation strategies.

As with the previous analysis, when the top quartile of processing steps were organized based on the
nature of the activity being performed, it became clear that certain activities in a production process
should be given priority consideration for the implementation of food defense mitigation
strategies. When sorting by CAV scores, processing steps in the Coating/Mixing/Grinding/Rework
activity group and the Ingredient Preparation/Staging/Addition activity group were consistently very
highly ranked both within and between assessments. The grouping of various processing step names
into these two activity groups only reinforced the importance of what activity occurs at a processing
step. In addition, it became apparent that processing steps involving liquid handling carry more risk
than handling or storage of other types of ingredients. There was a distinct separation in CAV scores
between receiving and storage of liquid vs. dry ingredients. Liquid Receiving/Loading and Liquid
Storage/Hold/Surge Tanks activities routinely ranked higher than their counterparts for dry
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products. By focusing on activities being conducted, the data provided insight into the processes where
mitigation strategies and food defense measures should be focused.

IV. Analysis

It was necessary to find a solution that would reliably identify processing steps which contain key
attributes or characteristics so that mitigating actions can be taken. In seeking such a solution, three
requirements must be satisfied in order for the solution to be usable:

1. The solution must be able to be publicly disseminated and thus not contain sensitive
information about a commodity, facility, agent, or CARVER+Shock scores.

2. The solution must be able to be assigned in an objective manner.

3. The solution must provide an ability to be verified by audit or iriSpeection.

Once the types of activities which take place at certain processing steps were defined and grouped,
it was possible to identify the common factors that caused a.proeessifig step to receive the CAV
scores assigned. A draft was then developed with the fout activity*types which most commonly
ranked high in the vulnerability assessments conducted./By; developing detailed descriptions of the
key characteristics of these activities, it would be posSible“tesdraft mitigation strategies specific to
the processing steps in a production environment which ate associated with these activities.

Based on this review, the key activity types in most production environments are:

Coating/Mixing/Grinding/Rewerk
Ingredient Staging/Prep/Addition

Liquid Receiving/Loading

Liquid Storage/Hold/Surge Tanks

b e

Detailed descriptions of these€ activities are contained in Appendix A. The benefit of focusing on
activity types and applying relevant mitigation strategies to those activities rather than establishing
a CAV Score threshold 1sithat there is no burden on the industry to attempt to objectively self-score
their process. Moreower, there is no burden on FDA or other government agencies to attempt to
establish a specific CAV score as the threshold for the implementation of mitigation strategies.

An activity description can be disseminated publicly as the information contained therein is not
sensitive. Industry then must only develop a process flow diagram and map their processing steps
into activity types; this can be completed objectively as the activity types will have specific
characteristics associated with them and processing steps matching these characteristics would be
easily identifiable. Mitigation strategies could also be provided to industry members if they have
any of the key activity types contained in their production process.

There could also be several tools that could be developed to help the industry understand what
mitigation strategies would be most effective and relevant to key processing steps/activities within
their process. A “decision tree” with yes/no answers could be developed to help industry members
1) detail and compare a particular processing step in their process against the characteristics of the
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activity type and 2) identify potential mitigation strategies which would be most appropriate to
reduce the vulnerabilities associated with a particular processing step in their operation.

V. Conclusion

The solution detailed above complies with the three requirements that needed to be satisfied for a
successful approach. By identifying and defining key activity types, a CAV score is no longer needed as
a threshold. The activity types and their descriptions can be publicly disseminated, industry can
objectively map processing steps into activity types and any mitigation strategies associated with those
activity types could be audited. Additionally, the processing step/activity type map and any mitigation
strategies a facility currently employs could easily be added to existing or future facility registration
requirements or food defense plans.

Moreover, tools can be developed by the FDA to assist industry members define and specify the activity
conducted at a particular processing step in their process and select effective mitigation strategies
unique to their process.

There are tools, such as the CARVER+Shock Vulnerability AssessmentSoftware, that industry members
can use to perform a private, custom vulnerability assessment. It is important and worthwhile for
industry members to conduct a vulnerability assessment of their production process and facility, so
they gain a more comprehensive understanding of the vulnerabilities that exist in their process with
regard to intentional contamination of their productr The awareness generated by conducting a
vulnerability assessment helps industry members understand the need for mitigation strategies and
assists them in identifying where process improvementsscan be made to reduce the likelihood of
intentional contamination. The method detailediabove does not seek to undermine or replace existing
vulnerability assessment efforts; to the contrary, it complements the vulnerability assessment process
by helping industry members understand on a more detailed and comprehensive basis why a
processing step in their process should be evaluated more closely and where mitigation strategies
would most effectively reduce the likelihoodof intentional contamination.

For more information regarding-FDA’s Food Defense tools and resources, including the Vulnerability
Assessment Software and MitigationStrategies Database, please visit: www.fda.gov/fooddefense.

APPENDIX A. Activity.Type Descriptions
Activity Type I: Coating/Mixing/Grinding/rework

This activity type refers'to any processing step where the primary purpose or result of the processing
step is:

a. Coating: Evenly coat a solid product with a powder or liquid coating, batter, breading, flavoring,
or other ingredient or ingredient mixture where any coating ingredients that did not adhere to
the product are recycled and used again in the coating process;

b. Mixing: Homogeneously mix a powder, dough, or liquid ingredient mixture;

c. Grinding: Reduce the particle size of a solid ingredient to a medium or fine granularity in a
manner that would result in widespread mixing of a threat agent among the processed
ingredient.

d. Rework: Means the practice of using previous batches of product in production runs of other
products.
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The effect of any of these processes is that an agent added to the process would be evenly mixed
throughout the product batch and contaminates the total servings produced from the contaminated
batch. Processing steps and equipment associated with this activity include but are not limited to:
mixer, blender, homogenizer, cascade breader, mill, grinder, pulverizer, etc.

Activity Type II: Ingredient Staging/Preparation/Addition

This activity type refers to any processing step where ingredients are manipulated prior to or during
addition to the product stream by human contact. Computer metering or automatic weighing, sizing,
batching, or measuring is not included in this activity so long as the process does not involve the active
involvement of a person. Specifically,

a. Staging is defined as the act of moving ingredient from medium- or long-term storage to the
production area and any tamper evident packaging is breached.

b. Preparationis defined as any act of measuring, weighing, premixingror.otherwise manipulating
the ingredient prior to addition to the product stream.

c. Addition covers any act of physically adding ingredient directly into'the product stream or into
surge/metering hoppers in any way that is not remotely.or automatically carried out.

The effect of any of these actions is that ingredients are generally open and accessible at processing
steps where ingredient manipulation occurs. Also, mixing frequently occurs immediately after
ingredients are staged, prepared and/or added to the’product stream. Whereas mixing would
homogeneously  distribute an agent in (& a  batch, the activities of ingredient
staging/preparation/addition provide a point of access tointroduce the agent into the product stream.

Activity Type III: Bulk Liquid Receiving/Loading

This activity type refers to any processing step where a liquid ingredient is being received and
unloaded at a facility or a liquid intermediate or finished product is being loaded into an outbound
shipping transport vehicle. This activity.typefincorporates the actions of opening the transport vehicle,
attaching any pumping equipmént or hoses, and opening any venting hatches. The characteristics
associated with these activities)invelving bulk liquid receiving/loading are a high probability of an
agent mixing within the liquid.due to significant sloshing, movement, and turbulence associated with
receiving/loading. Also, thesactions of the worker associated with these processing steps provides
access to hoses, the transportivessel, and potentially the product as it is being received or loaded.

1. Bulk liquidireceiving refers to the inbound shipping of liquid product into a facility for its use
in the food preduction process.

2. Bulkliquid loading refers to the outbound shipping of liquid product from a facility for further
processing or use by an end customer/consumer.

Activity Type IV: Liquid Storage/Holding/Surge Tanks

This activity type refers to any processing step where liquid ingredient or intermediate /finished liquid
product is stored in either bulk storage tanks or smaller secondary holding tanks or surge
tanks. Specifically, liquid storage can be broken down into two broad categories,

a. Bulkliquid storage refers to any medium-long term storage silo or tank where liquid product
may be stored prior to introduction into the product stream or to hold finished product prior
to loading for outbound shipping.

b. Non-bulk liquid holding and surge tanks refer to any storage tanks used to hold product for a
short period or surge tanks. Non-bulk tanks can be used to store non-bulk liquid ingredients,
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hold liquid product for sample testing and other QC activity, or to control flow rates of liquid
ingredients/product through the production system.

Both categories of this activity type can be considered key processing steps because many liquid
storage/hold/surge tanks are agitated to prevent any separation or inconsistency within the
liquid. Also, many times, tanks are located in isolated parts of the facility where human observation is
infrequent. Access hatches may not be locked or alarmed. With regard to surge tanks in the production
area, there may not be lids present or locking hatches which would limit accessibility to the liquid
ingredient/product.
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Key Activity Type (KAT) Descriptions

A. Key Activity Type Descriptions

The four KATs are: bulk liquid receiving and loading, liquid storage and handling, secondary ingredient
handling, and mixing and similar activities. Each are described below.

1. Bulk Liquid Receiving and Loading

Bulk liquid receiving and loading includes a point, step, or procedure where the primary purpose or
result is:

e Bulkliquid receiving at the facility from an inbound conveyance (the inbound movement of
liquid product into a facility for its use in the food production process). This activity includes
opening the inbound transport vehicle, the opening of venting hatches.orother access points,
attaching any pumping equipment or hoses, and unloading of the'bulk liquid; or

e Bulkliquid loading into an outbound conveyance (the outbound movement of liquid product
from a facility for further processing or use). This actiyity includes opening the outbound
transport vehicle, attaching any pumping equipment orhoses, and opening any venting
hatches at the facility.

These are key activities because there is a high probability of a contaminant, if intentionally added, to
be mixed within the liquid due to significant sloshing;imovement, or turbulence associated with the
receiving or loading activity. These activities involve a large volume of liquid that, if contaminated,
could cause wide scale public health harm. In addition, the need for worker activity associated with
these processing steps provides access to hoses, the transport vessel, and potentially the product as it
is being received or loaded.

Activities that do not fall under this KATiinclude the receiving or loading of sealed jugs, drums, jars,
and totes because the liquid is notwsing;the vehicle as the bulk container. The receiving or loading of
these sealed containers are not ineluded in this KAT regardless of the total volume of liquid received
or loaded.

2. Liquid Storage and Handling

Liquid storage and handling includes a point, step, or procedure where the primary purpose or result
is:

e Storage or holding of liquids (bulk or non-bulk) either in storage tanks or in other tanks at the
facility. This includes bulk or non-bulk liquids in storage silos. The KAT also includes the use
of totes or other liquid storage containers where the tamper-evident seals are opened and the
container itself is used for storage and where the container is not resealed in a tamper-
evident fashion. Tanks can be used to store liquid ingredients (e.g., fats, oils, vitamin mixes,
and sweeteners), hold liquid product for sample testing and other quality control activities, or
to store liquid food for other processing purposes; or

e Handling, metering, surge, or other types of intermediate processing tanks used to control
flow rates of liquid ingredients or product through the production system. Handling tanks
also include tanks or totes where the tamper-evident seals are opened, and the container
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itself is used as a handling tank (e.g., when a drum is opened, and a pump is attached directly
onto the drum to meter an ingredient into the product line).

These are key activity types because if a contaminant were successfully introduced, there is a high
probability of a contaminant mixing within the liquid due to the agitation commonly used to prevent
separation within the liquid medium, the mixing or agitation caused as liquid enters or exits the
tanks, or the likelihood that liquid ingredients will be metered or applied to a large amount of
servings. Access necessary for the introduction of a contaminant is generally available through
hatches, sample ports, or the container lid.

3. Secondary Ingredient Handling
Secondary ingredient handling includes any point, step, or procedure where dry or liquid secondary
ingredients (e.g., inclusions, minor ingredients, processing aids, and food additives) are manipulated
by human contact prior to or during addition to the product stream.

Secondary ingredient handling includes a point, step, or procedure where the primary purpose or
result is:

e Staging of secondary ingredients, i.e., the process of opening the.tamper-evident packaging of
a secondary ingredient and moving the ingredient to the'production area in advance of being
added into the primary product stream;

e Preparation of secondary ingredients. i.e., the processiof measuring, weighing, premixing, or
otherwise manipulating the ingredient prior.to‘addition to the product stream;

e Addition of secondary ingredients, i.e., the"process of physically adding ingredient directly
into the product stream or into surge or meter hoppers to deliver the ingredient into the
product stream; or

e Rework product, i.e., removing clean, unadulterated food from processing for reasons other
than insanitary conditions,or‘that’has been successfully reconditioned by reprocessing and
that is suitable for use asfood.

This KAT also includes the storage of partially used, open containers of secondary ingredients where
the tamper-evident packaginghas been breached.

These are key activities because a contaminant can be intentionally introduced into a relatively small
amount of ingredient or rework and, if it is, it is likely that the contaminant will be distributed into a
larger volume of food within the main product flow. Handling of secondary ingredients is generally
open and accessible, and that accessibility is an inherent component of the activity. Thus, these key
activities provide a potential point of access where a contaminant could be introduced into the
product stream.

4. Mixing and Similar Activities
Mixing and similar activities includes a point, step, or procedure where the primary purpose or result
is:

e Mixing (i.e., to blend a powder, dough, or liquid ingredient together);

e Homogenizing (i.e., to reduce the particle size of an ingredient and disperse it throughout a
liquid);
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e Grinding (i.e., to reduce the particle size of a solid ingredient or mass to a smaller
granularity); or

o Coating (i.e., to layer a powder or liquid onto the surface of a product, such as a batter,
breading, glazing, or flavoring).

Equipment associated with these activities include: mixers, blenders, homogenizers, cascade-style
breaders, mills, grinders, and other similar equipment.

Process steps that are not specifically designed to evenly mix product may still be included in the KAT
of mixing and similar activities because mixing is a result of the process conducted. For example, a
roaster with a primary purpose of evenly roasting beans or nuts that uses paddles or other agitation
mechanisms to achieve an even roast may effectively mix a contaminant into the food during the
roasting process.

Mixing and similar activities are a key activity type because a potential contaminant successfully
added at one of these steps would generally be readily dispersed throgughout the product because of
the nature of the activity (i.e., mixing, homogenizing, grinding, or ceating).
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APPENDIX 3: Vulnerability Assessment
Resources

Title of Document Page
Table 1. Potential Public Health Impact A3-3
Table 2. Degree of Physical Access to the Product A3-5
Table 3. The Ability of an Attacker to Successfully Contaminate the Product A3-7
Worksheet 1-D: Calculating Volume of Food at Risk A3-9
Worksheet 1-E: Calculating Potential Public Health Impact Using a Representative A3-11
Contaminant

Worksheet 1-F: Identifying Actionable Process Steps/Using the Three Fundamental A3-13
Elements
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Tables 1. Potential Public Health Impact

Table 1. Potential Public Health Impact

Description

Potential public health impact over 10,000 (acute illnesses, deaths, or both), or 10
over 10,000 servings at risk.

Potential public health impact between 1,001 — 10,000 (acute illnesses, deaths, or 8
both), or 1,001 — 10,000 servings at risk.

Potential public health impact between 100 and 1000 (acute illnesses, deaths, or s
both), or 100 — 1000 servings at risk.

Potential public health impact between 1 - 99 (acute illnesses, deathsyorboth), or 3
between 1 —99 servings at risk.

No potential public health impact (i.e., no illnesses or deaths) or no servings at risk. 1
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Table 2. Degree of Physical Access to the Product

Description

Easily Accessible. 10
e Inside attacker has access to the product (e.g., attacker can physically touch the product).
e There are no inherent characteristics that would make access to the product difficult (e.g.,
enclosed systems, pressurized equipment, railings, equipment safety features, or shields).
e Product is open and unsecured by packaging, equipment, or other physical access barriers.
e Product is handled, staged, or moved in an easily accessible manner.

Accessible. 8

e There are limited inherent characteristics that would make access to the product difficult
(e.g., enclosed systems, pressurized equipment, railings, equipment safety features, or
shields).

e Productis in equipment that can be accessed without tools or specializedisupplies.

e Access to the food is not difficult (e.g., there are minimal physical space constraints that limit
access to food) but may require opening equipment, access points,ior non-tamper-evident
packaging.

Partially Accessible. 5
e Inside attacker has partial access to the product.
e There are some inherent characteristics that would make access to the product somewhat

difficult (e.g., enclosed systems, pressurized equipment;railings, equipment safety features,
or shields).

Hardly Accessible. 3
e There are significant inherent characteristics that would make access to the product very
difficult (e.g., enclosed systems, pressurized equipment, railings, equipment safety features,
or shields).
e Product is in equipment that.make access difficult without tools or specialized supplies.
e Physical space constraints limitaccess to food being processed or stored.

Not Accessible. 1
e Inside attackerhas no access to the product (e.g., attacker cannot physically touch the
product).

e There are significant inherent characteristics that would make access to the product
impossible (e.g., enclosed systems, pressurized equipment, railings, equipment safety
features, or shields).

e Product is enclosed and secured by packaging, equipment, or other physical access barriers.

e Product is handled, staged, or moved in an inaccessible manner (e.g., bucket conveyors being
moved via elevated track, an elevated ingredient surge tank with no means of access).

© 2019 IIT IFSH A3-5






Table 3. The Ability of an Attacker to Successfully Contaminate the Product

Table 3. The Ability of an Attacker to Successfully Contaminate the Product

Description Score

Highest Ease of Successful Contamination. 10

e The process step is in an isolated area, or obscured from view, enabling an inside
attacker to work unobserved with little or no time limitations.

e Itis easy to successfully add sufficient volume of contaminant to the food.

e Inherent characteristics of the point, step, or procedure (e.g., uniform mixing) would
evenly distribute the contaminant into the food.

e Itis highly unlikely the inside attacker would be detected adding a contaminant to the
food; an attacker would need to act with little to no stealth to introduce the
contaminant.

e There are no, or few, workers in the area, and it is highly unlikely that they would notice
a contamination attempt by an inside attacker.

e There is a low likelihood of the contaminant being removed (e.g., by washing, screening,
vibration), diluted, or neutralized at this or later points, steps,6rprocedures in the
process.

Moderately High Ease of Successful Contamination. 8
e The process step is seldom observed, enabling an inside attacker to work unobserved
with minor time limitations.

e [t would be relatively easy for an inside attacker to.successfully add a contaminant in
sufficient volume.

e Itis unlikely the inside attacker would be detected adding a contaminant to the food; an
inside attacker would need to act with minimal stealth to introduce the contaminant.

e There are few workers in the area, and'it is unlikely that they would notice a
contamination attempt by aninside attacker.

e Mixing, or agitation, is present but the contaminant may not be evenly distributed
throughout the food,because of inherent characteristics of the point, step, or procedure.

e There is a moderately low.likelihood of the contaminant being removed (e.g., by
washing, screening;'vibration), diluted, or neutralized at this or later points, steps, or
procedures in the process.

Moderate Ease of Successful Contamination. 5
e The process step is observed about half of the time, or semi-obscured from view; an

inside attacker would be under time limitations.

e It would be somewhat difficult for an inside attacker to successfully add a contaminant
in sufficient volume without being detected.

e Aninside attacker only would be able to add a reasonably small volume of contaminant
(e.g., what can be carried in a pocket) without being detected.

e Itis moderately likely the inside attacker would be detected adding a contaminant to the
food; an inside attacker would need to act with some degree of stealth, irregular, or

suspicious activity to introduce the contaminant.
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Table 3. The Ability of an Attacker to Successfully Contaminate the Product

Description

There is no intended mixing or agitation of the product, but processing conditions may
distribute the contaminant into the surrounding food because of inherent characteristics
of the point, step, or procedure.

There is a moderate likelihood of the contaminant being removed (e.g., by washing,
screening, vibration), diluted, or neutralized at this or later points in the process.

Score

Moderately Low Ease of Successful Contamination.

The process step is observed more than half of the time; an inside attacker would be
under relatively strict time limitations.

It would be difficult for an inside attacker to successfully add a contaminantiin sufficient
volume without being detected.

It is highly likely the inside attacker would be detected adding a contaminant to the
food; an inside attacker would have to conduct suspicious or ifregulanactivities to
contaminate the product.

There are some, or many, workers in the area, and it is highly likely that they would
notice a contamination attempt by an inside attacker:

Mixing or agitation is not present, and the contaminant would not be effectively
distributed into surrounding food because of inherent.characteristics of the point, step,
or procedure.

There is a high chance that the contaminant would be removed (e.g., by washing,
screening, vibration), diluted, or neutralized at this or later points in the process.

Lowest Ease of Successful Contamination.

The process step is under constant observation, or the view of the step is unobscured,
preventing an inside attacker fromiadding a contaminant without being detected.

It is extremely likely thedinside attacker would be detected adding a contaminant to the
food due to the need to conduct highly irregular or suspicious activities to contaminate
the food; successfuliintroduction of a contaminant at the point, step, or procedure is
extremely difficult or impossible.

There are numerous workers in the immediate area that would notice a contamination
attempt by an inside attacker.

An inside attacker would need to add a large volume of contaminant without being
detected.

The contaminant likely would be removed (e.g., by washing, screening, vibration),
diluted, or neutralized at this or later points in the process.

Other inherent characteristics of the point, step, or procedure (e.g., multiple workers are
required to be present for the step to function; positive airflow would prevent
introduction of a contaminant; product is moving at a high rate of speed; introduction of
a contaminant would result in human injury such as burns, cuts, or lacerations)
significantly reduce the ability of an inside attacker to contaminate the product.

A3-8
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VA Definitions, Acronyms, and Other Terms (for reference only)

VA Definitions, Acronyms, and Other Terms:

Actionable process step means a point, step, or procedure in a food process where a significant
vulnerability exists and at which mitigation strategies can be applied and are essential to significantly
minimize or prevent the significant vulnerability.

Adequate means that which is needed to accomplish the intended purpose in keeping with good
public health practices.

CARVER + Shock is an adapted military targeting tool that assesses vulnerabilities of the food and
agriculture sector. CARVER is an acronym for six attributes used to evaluate the attractiveness of a
target for attack: Criticality, Accessibility, Recuperability, Vulnerability, Effect, and Recognizability.

Contaminant means, for purposes of this part, any biological, chemical, physieal, or radiological agent
that may be added to food to intentionally cause illness, injury, or death.

Facility means a domestic facility or a foreign facility that is required«to register under section 415 of
the Federal Food, Drug, and Cosmetic Act, in accordance with the requirements of part 1, subpart H of
this chapter.

Farm means farm as defined in § 1.227 of this chapter.
FDA means the Food and Drug Administration.

Food means food as defined in section 201(f) of theFederal'Food, Drug, and Cosmetic Act and
includes raw materials and ingredients.

Food defense means, for purposes of this part;the effort to protect food from intentional acts of
adulteration where there is an intent to cause wide scale public health harm.

Food defense monitoring means to conduct a planned sequence of observations or measurements to
assess whether mitigation strategies are operating as intended.

Food defense plan is a set of written documents that is based upon food defense principles and
incorporates a vulnerability assessment, includes mitigation strategies, and delineates food defense
monitoring, corrective action,;and verification procedures to be followed. (21 CFR 121.126).

Food defense qualified individual is an individual who meets the requirements in 21 CFR
121.4(c)(1) and (2)'to do oroversee the activities listed in 21 CFR 121.4(c)(3).

Food defense system is the result of the implementation of the Food Defense Plan.

Food defense verification means the application of methods, procedures, and other evaluations, in
addition to food defense monitoring, to determine whether a mitigation strategy or combination of
mitigation strategies is or has been operating as intended according to the food defense plan.

Fundamental elements are the three elements that must be evaluated for each point, step, or
procedure in a facility’s food process when conducting a vulnerability assessment. (21 CFR
121.130(a)). These elements are (1) The potential public health impact (e.g., severity and scale) if a
contaminant were added; (2) The degree of physical access to the product; and (3) The ability of an
attacker to successfully contaminate the product. (21 CFR 121.130(a)).

Holding means storage of food and also includes activities performed incidental to storage of food
(e.g., activities performed for the safe or effective storage of that food, such as fumigating food during
storage, and drying/dehydrating raw agricultural commodities when the drying/dehydrating does
not create a distinct commodity (such as drying/dehydrating hay or alfalfa)). Holding also includes
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activities performed as a practical necessity for the distribution of that food (such as blending of the
same raw agricultural commodity and breaking down pallets) but does not include activities that
transform a raw agricultural commodity into a processed food as defined in section 201(gg) of the
Federal Food, Drug, and Cosmetic Act. Holding facilities could include warehouses, cold storage
facilities, storage silos, grain elevators, and liquid storage tanks.

Intentional Adulteration means the deliberate contamination of food with a biological, chemical,
radiological, or physical agent by an individual or group of individuals with the intent to cause wide
scale public health harm.

Key Activity Types (KAT) are the four activity types identified by FDA through an analysis of the
results of over 50 vulnerability assessments as the activities consistently ranked as the most
vulnerable, regardless of the food commodity assessed. The KATs reflect significant vulnerabilities to
intentional adulteration caused by acts intended to cause wide scale public health harm. The four
KATs are: bulk liquid receiving and loading, liquid storage and handling, secondary.ingredient
handling, and mixing and similar activities.

Manufacturing/processing means making food from one or more ingredients, or synthesizing,
preparing, treating, modifying or manipulating food, including foed crops or ingredients. Examples of
manufacturing/processing activities include: Baking, boiling, bottling)canning, cooking, cooling,
cutting, distilling, drying/dehydrating raw agricultural commeodities.to create a distinct commodity
(such as drying/dehydrating grapes to produce raisins), evaporating, eviscerating, extracting juice,
formulating, freezing, grinding, homogenizing, irradiating, labeling, milling, mixing, packaging
(including modified atmosphere packaging), pasteurizing, peeling, rendering, treating to manipulate
ripening, trimming, washing, or waxing. For farms and farm mixed-type facilities,
manufacturing/processing does not include activities that are part of harvesting, packing, or holding.

Mitigation strategies mean those risk based, reasonably appropriate measures that a person
knowledgeable about food defense would employ to significantly minimize or prevent significant
vulnerabilities identified at actionable process steps, and that are consistent with the current
scientific understanding of food defense at the time of the analysis.

Packing means placing food into a‘container other than packaging the food and also includes re-
packing and activities performed,incidental to packing or re-packing a food (e.g., activities performed
for the safe or effective packing or re-packing of that food (such as sorting, culling, grading, and
weighing or conveying incidental to packing or re-packing)), but does not include activities that
transform a raw agricultural commodity into a processed food as defined in section 201(gg) of the
Federal Food, Drug, and,Cosmetic Act.

Qualified individual means a person who has the education, training, or experience (or a
combination thereof) necessary to perform an activity required under subpart C of this part, as
appropriate to the individual’s assigned duties. A qualified individual may be, but is not required to
be, an employee of the establishment.

Significant vulnerability means a vulnerability that, if exploited, could reasonably be expected to
cause wide scale public health harm. A significant vulnerability is identified by a vulnerability
assessment conducted by a qualified individual, that includes consideration of the following: (1)
Potential public health impact (e.g., severity and scale) if a contaminant were added, (2) degree of
physical access to the product, and (3) ability of an attacker to successfully contaminate the product.
The assessment must consider the possibility of an inside attacker. Significantly minimize means to
reduce to an acceptable level, including to eliminate.
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Vulnerability means the susceptibility of a point, step, or procedure in a facility’s food process to
intentional adulteration.

You means, for purposes of this part, the owner, operator, or agent in charge of a facility.
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